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Figure 2 Similarity variation of a malicious node

with training rounds
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Table 1 Experiment results of various methods under different u values on two datasets

CICIDS2017 CAN-intrusion-dataset

Tk w=3 w=3.5 w=4 w=3 w=3.5 w=4
acc [flscore acc Sflscore acc flscore acc flscore acc [flscore acc  flscore
CE 0.943 0.508 0.961 0.513 0.971 0.516 0.940 0.808 0.946 0.841 0.970 0.829
ADASYN' 0.722 0.526 0.669 0.484 0.676 0.481 0.940 0.830 0.948 0.858 0.967 0.842
BorderlineSMOTE™ 0.770  0.527 0.704 0.480 0.674 0.471 0.934 0.819 0.946 0.862 0.970 0.858
WCE'™ 0.876 0.619 0.903 0.588 0.928 0.655 0.939 0.810 0.936 0.813 0.920 0.827
DFL'™ 0.936 0.629 0.959 0.512 0.966 0.517 0.943 0.812 0.943 0.789 0.966 0.79%
FocalLoss"”’ 0.941 0.629 0.958 0.580 0.966 0.514 0.935 0.802 0.945 0.799 0.966 0.823
SEQL'™! 0.946 0.511 0.959 0.512 0.968 0.515 0.944 0.806 0.943 0.788 0.966 0.812
TomekLinks " 0.942 0.509 0.960 0.513 0.968 0.515 0.938 0.759 0.948 0.809 0.970 0.807
ESLoss 0.942 0.697 0.953 0.630 0.966 0.669 0.946 0.840 0.943 0.864 0.969 0.858
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Table 2 Model performance at different S values

B acc A
0.900 0 0. 945 0.578
0.990 0 0.941 0.619
0.999 0 0.937 0.679
0.999 9 0.911 0.673
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Table 3 Experiment result of various methods under different 7 values on two datasets

CICIDS2017 CAN-intrusion-dataset
WIRES h=1 h=2 h=3 h=1 h=2 h=3

acc Sflscore acc [flscore acc flscore acc flscore acc flscore acc Sflscore

FedAvg'” 0.868 0.806 0.863 0.746 0.857 0.703 0.907 0.904 0.917 0.896  0.921 0. 889
FedProx'®’ 0.871 0. 813 0. 861 0.752 0. 855 0. 681 0. 905 0. 905 0.921 0.903 0.922 0. 891
FedGH'®' 0.871 0.836 0.856 0.765 0.846 0.716 0.942 0.936 0.912 0.884 0.895 0.848
IFCAM 0. 878 0. 821 0. 865 0.743 0. 858 0. 704 0. 949 0.947 0.931 0.912 0.925 0. 892
FL-RIDS 0.893 0.855 0.879 0.791 0.866 0.728 0.967 0.963 0.948 0.933 0.938 0.911
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Table 4 In the CICIDS2017 dataset, the performance differences of benign nodes under different

attack types, both under poisoning and non-poisoning conditions

BRIl Bulifen R BrAREREE  EHgndch MR/ SHEEm L

ik acc [flscore acc  flscore acc [flscore acc  flscore acc flscore acc  flscore
FedAvg -0.031 -0.020 -0.002 -0.049 -0.025 -0.031 -0.212 -0.491 -0.458 -0.492 -0.212 -0.480

IFCA -0.031 -0.009 -0.003 -0.036 -0.027 -0.045 -0.213 -0.505 -0.456 -0.505 -0.214 -0.487
FL-RIDS(JC LPD)  0.002 0.001 0 0 -0.001 -0.003 -0.001 -0.004 -0.001 -0.004 -0.002 -0.002

AR RET S SEEN A, FERENAE  TREAGE R, BRI T FedAvg, I 75— L&
SRV BORIE . MR T A R B RO BB IS Median, {H 3 23 w5 gk AR A I o 3 B
UG e A R HEBR, B R T bk 9 FL-RIDS(JE LPD) Tk A RN I i D8 21 s
S 15 Y TR, BT B A PR RE R, X LB E T LPD

BRI BT N IER AR 40 fe)n k. BRERTEARA BB Bl R RO . AN R Bt O AU sk
BT, X T FL-RIDS (J6 LPD) (FL-RIDS (£ 8 228 5 P8 T 05 23 8 45 BB O 1) BP0 2l A 2« o o 38
LPD) FedAvg'" #l Median'"* PEAE, SCIN S5 AR 5 ok o8 42 Jm R 34 T 10 25, ) AR LU BSE AL o 4 3K 5 AR
fiR . AE £ o B o 46 B0 R, FL-RIDS (2 & SREETC P 3l B/, A 3 £ A A SF 22, FL-RIDS
LPD) R B F HAb J5 i, fE U B e 48 A9 (2 F LPD) O ik BE AR VI 2k ob i 46 I JF: R o 5 =Y
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Table 5 Experiment results of benign nodes under different attack types with poisoning during training

RYEFy  Bukifeh A% BRSNS MRELR SEEE

PUEITE S J7 ik Bk R S Yo A Wit
acc  flscore acc flscore acc flscore acc flscore acc flscore acc flscore
FedAvg'" 0.844 0.732 0.859 0.704 0.847 0.705 0.650 0.261 0.375 0.236 0.650 0.261
CICIDS2017 Median''"! 0.861 0.727 0.851 0.693 0.856 0.712 0.829 0.657 0.821 0.644 0.841 0.680
FL-RIDS(JC LPD) 0.855 0.762 0.873 0.764 0.862 0.759 0.650 0.261 0.403 0.245 0.651 0.268
FL-RIDS( L% LPD) 0.876 0.785 0.875 0.776 0.876 0.784 0.875 0.782 0.874 0.778 0.874 0.781
FedAvg'” 0.878 0.870 0.894 0.860 0.881 0.854 0.642 0.260 0.392 0.248 0.642 0.260
CAN-intrusion-dataset Median""®’ 0.909 0.881 0.895 0.858 0.905 0.876 0.849 0.821 0.901 0.878 0.885 0. 855
FL-RIDS(JG LPD) 0.920 0.898 0.925 0.901 0.897 0.868 0.642 0.260 0.418 0.276 0.659 0.302
FL-RIDS(E % LPD) 0.950 0.935 0.944 0.927 0.947 0.931 0.946 0.929 0.948 0.932 0.946 0. 930

B ¢ 0 RGUE ST, A SCHE CICIDS2007 0 SR, SR AR, WML ¢ 60 LT A 51
B b B S R 0T Ty SR AT e, MR BN LR T IE

AR S0 A F TR G T R I R (R IE AR R B0 #6 ANEBMEBETHREE

3%?4‘[45'5\ ﬁéﬁlﬁ%%ﬁﬁ?lﬁ\ El"] I, ﬁﬂ ) H a&dﬁ,ﬁ\&ﬁ% Table 6 Sensitivity under different threshold ¢ values
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{0, MUT 4R 71 2 045 SR 0 2 5 0, 204 3% 1 s o o 533 o
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BT AR R R B O, 47 2R S T 0 S B A CH ) FL-RIDS A8 5 % 2 71 25 36 4 42 42
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Future Generation Computer Sys-

Federated Learning-based Robust Intrusion Detection System for Public Data

Authorized Operations

WEI Lin', CHEN Chao', HAN Ding”, LI Qiuyan’, HE Mengyang'

(1. School of Cyber Science and Engineering, Zhengzhou University, Zhengzhou 450001, China; 2. Economic and Technical Research
Institute of State Grid Henan Electric Power Company, Zhengzhou 450052, China)

Abstract; While public data authorized operation enables multi-party data sharing and reuse, it confronts malicious
intrusion threats targeting public data, making reliable intrusion detection technologies imperative to guarantee data
security and privacy. Traditional federated learning-based intrusion detection technologies have three major limita-
tions: severe class imbalance of intrusion detection data leading to high false positive rates for minority intrusion
samples; data heterogeneity across nodes exacerbating deviations between local and global models and slowing down
model convergence; and poisoning attacks from malicious nodes undermining model training and degrading the de-
tection performance of benign nodes. A federated learning-based robust intrusion detection system ( FL-RIDS) for
public data authorized operation was proposed. Firstly, an effective sample number weighted loss function ( ES-
Loss) for intrusion detection was designed to dynamically adjust class weights and significantly improve the model’s
sensitivity to few-sample intrusion categories. Secondly, a model performance evaluation-based clustering method
(SEC) was proposed. It evaluated the performance of local models of all participant nodes on the cloud server and
clusters nodes with similar data features, effectively mitigating performance degradation and slow convergence
caused by data heterogeneity. Finally, a lightweight poisoning detection algorithm (LPD) was proposed to enhance
system robustness against malicious attacks. It dynamically identified malicious nodes launching poisoning attacks
during training by monitoring the similarity variation of update directions between local node models and cluster
global model classifiers. Experimental results showed that in CICIDS2017 and CAN-intrusion-dataset, ESLoss im-
proved the flscore by 18. 9 and 3. 2 percentage points respectively at the highest level compared to the cross-entropy
loss function. The SEC method improved the flscore by 4.9 and 5.9 percentage points respectively at the highest
level compared to FedAvg with excellent anti-poisoning performance. In addition, LPD improved the flscore by
54.2 and 68. 4 percentage points respectively at the highest level compared to FedAvg, which could effectively
resist poisoning attacks launched by malicious nodes in the middle of model training.

Keywords; clustered federated learning; public data; intrusion detection; poisoning attack defense; data heteroge-

neity ; class imbalance
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