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Figure 1 An example of DTN attack scenario based

on SDN
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Figure 3 Schematic diagram of the mutation-service

deception collaborative mechanism

PL— WK 58 A% 3R W fik & B R — Wil & R 1 A A
W RMET RWMARIE 4 s,

¢ >

43 BT I K HhtERE
IF R L VI

ﬁlﬁgﬂﬁ% Ui T L 2 ;ﬁﬁg%g

FREES | i, wel T L
£-rh N

B 4 MSD-MTD HRMHITSHMN T RiRE
Figure 4 MSD-MTD strategy execution and

rule-deployment workflow
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Figure 5 Intrusion detection process based on cross-node traffic alignment and feature selection
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Table 2 Identification results of safety events

Acc

(10)

Acc, (11)

in each dataset

GRS H A PR/ %

Benign 95. 63

CICIDS-2017
DoS/DDoS 96. 73
Benign 97. 14

CICIDS-2018
DoS/DDoS 94. 07
Benign 97. 04
UNSW-NB15 Reconnaissance 85.20
DoS 95.13
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Figure 6 Training convergence curves of MSD-MTD

on three datasets
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Table 3 Comparison of DSR with different

ablation configurations

MOl AR DSR/ %
M S M+S M+S+DQN
CICIDS-2017  74.85 78. 42 92.39 93.36
CICIDS-2018  82.72 84.15 88.30 88.20
UNSW-NB15 89. 88 91.45 95.58 95.50
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Figure 7 Comparison of DSR of different methods on three datasets
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Figure 8 RTT comparison with different

defense configurations
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