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Figure 1 Architecture of the TCI-BiGAN model
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Figure 2 BiLSTM-GAN model architecture
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Figure 3 Generator network architecture
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Figure 5 Clustering performance with different

hyperparameter tuning methods
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Figure 6 Spatial probability distribution of trajectories
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Table 2 Evaluation of spatial feature preservation using Hausdorff distance
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Min Max Std Mean Min Max Std Mean
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0. 001 0. 034 0. 005 0.014 0. 001 0. 042 0. 006 0. 020
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TCAC-GAN 0. 004 0. 053 0.017 0.016 0. 004 0. 061 0.018 0.022
AAC-GAN 0. 003 0.051 0.016 0.015 0. 004 0. 060 0.016 0. 020
TCI-BiGAN 0. 001 0. 049 0.015 0.013 0. 001 0. 056 0.015 0.019
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Table 3 Performance comparison before and
after interpolation
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Trajectory Privacy Protection Model Based on BiLSTM-GAN

YAN Hongcan'?, ZHAO Yuting', LI Sijia®, XIN Yuchi'

(1. College of Science, North China University of Science and Technology, Tangshan 063210, China; 2. Hebei Province Key Laborato-
ry of Data Science and Application, Tangshan 063210, China; 3. Research Center for Network Public Opinion Governance, China Peo-
ple’s Police University, Langfang 065000)

Abstract: The exponential growth of mobile trajectory data in location-based services has significantly increased the
risk of user privacy leakage, making effective privacy protection mechanisms urgently necessary. To enhance the u-
tility of trajectory data while ensuring privacy protection, a trajectory privacy protection model named TCI-BiGAN
was constructed based on BiILSTM-GAN. The Bayesian optimization method was used to perform adaptive parameter
tuning for hierarchical density-based spatial clustering of applications with noise (HDBSCAN) , improving data pro-
cessing efficiency and reducing trajectory redundancy. BiLSTM was embedded into both the generator and discrimi-
nator of the generative adversarial network to efficiently extract spatiotemporal features and capture dependencies of
trajectory data through its contextual feature extraction capability, thereby enhancing the similarity between genera-
ted and real trajectories. A multivariate discrete hidden Markov model was applied for trajectory interpolation, in-
creasing data completeness and utility. On the Foursquare NYC and T-Drive real-world datasets, the user trajectory
linkage accuracy was reduced to 0. 243 and 0. 198, respectively, and the average Hausdorff distance between gen-
erated and real trajectories was decreased to 0. 013 and 0. 019, respectively.

Keywords: trajectory protection; hierarchical density-based spatial clustering of applications with noise ( HDB-
SCAN) ; bidirectional long short-term memory network ( BiLSTM) ; generative adversarial network ( GAN) ; hidden
Markov model (HMM) ; trajectory similarity
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