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Figure 1 Architecture of the TCI-BiGAN model
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Figure 3 Generator network architecture
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Table 1 Comparison of identification performance
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@1 @5 F1 @ 1 @5 F1
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Min Max Sid Mean Min Max Std Mean
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2.5.3 B AGAE LB M AR AT

50 TIF 290 114 476 (1 B A ASE B AR R M i 1) 5
FERE A7 A B B, o 28 45 B 7S 8] 4] 43 o 4y BE R R
0. 001° 1) WA , IF LA A% G 5 45 S 5 B0 3 41,
T 7 S 2 A A B I R RIS AR AR L RROIR A K
EF RN A, Y AH BB A R Y 2 B B KT
T3 5 A5 H R A0 A8 s T B S 0 SF 24 (B N ik A 4
R, SR A R AR 3 i,

SIAFREBE G, B8R TUL f5brmsH LT, H
e A AR A B AN R AT e A 80 55 I Y H
PR EEGE ;P Z R MHD B E T
Wi o A (RS A 508 B B0 W7 1 5 2 i
i Az BRI A 25 [B) A3 AT b B A LS, A (A
WAERBMEE MR M RE IS L T, B E T T

Pk e Ve Sl Pk /e — R B SCE T R
5] P Ak
x3 mEAMEEREEIL
Table 3 Performance comparison before and

after interpolation

A fEL Al
ACC@ 1 ACC@S

i {F I
MHD ACC@1 ACC@S MHD

GRS

Foursquare

0.239 0.480 0.024 0.243 0.508
NYC

T-Drive

0.013

0.171 0.378 0.025 0.198 0.497 0.019
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Trajectory Privacy Protection Model Based on BiLSTM-GAN
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(1. College of Science, North China University of Science and Technology, Tangshan 063210, China; 2. Hebei Province Key Laborato-
ry of Data Science and Application( North China University of Science and Technology) , Tangshan 063210, China; 3. Research Center
for Network Public Opinion Governance, China People’s Police University, Langfang 065000, China)

Abstract: The exponential growth of mobile trajectory data in location-based services has significantly increased the
risk of user privacy leakage. It is urgent and necessary to make effective privacy protection mechanisms. To en-
hance the utility of trajectory data while ensuring privacy protection, a trajectory privacy protection model named
TCI-BiGAN was constructed based on BILSTM-GAN. The Bayesian optimization method was used to perform adap-
tive parameter tuning for hierarchical density-based spatial clustering of applications with noise ( HDBSCAN) , to
improve data processing efficiency and reduce trajectory redundancy. BiLSTM was embedded into both the generator
and discriminator of the generative adversarial network to efficiently extract spatiotemporal features and capture de-
pendencies of trajectory data through its contextual feature extraction capability, thereby to enhance the similarity
between generated and real trajectories. A multivariate discrete hidden Markov model was applied for trajectory in-
terpolation, to increase data completeness and utility. On the Foursquare NYC and T-Drive real-world datasets, the
user trajectory linkage accuracy was reduced to 0. 243 and 0. 198 respectively, and the average Hausdorff distance
between generated and real trajectories was decreased to 0. 013 and 0. 019 respectively.

Keywords: trajectory protection; hierarchical density-based spatial clustering of applications with noise ( HDB-
SCAN) ; bidirectional long short-term memory network ( BiILSTM) ; generative adversarial network ( GAN) ; hidden
Markov model (HMM) ; trajectory similarity





