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Figure 2 Lazy workers and parasitic chain attack
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Subregional information sharing method of Internet of Vehicles based on DAG blockchain

LI Yibing', NIU Kedong’, CAO Yangjie’, LI Jie'’, ZHUANG Yan’

( 1. School of Computer Science and Artificial Intelligence, Zhengzhou University, Zhengzhou 450001, China; 2. School of Cyber Science and
Engineering, Zhengzhou University, Zhengzhou 450002, China; 3. Department of Computer Science and Engineering, ShanghaiJiaotong
University, Shanghai 200030, China)

Abstract: This paper proposes a region-based information sharing method based on a lightweight Directed Acyclic
Graph ( DAG) blockchain to address the issues of poor scalability and low throughput in traditional blockchain ap-
plications for vehicular networks. First, the method takes into account the regional characteristics of information
sharing in vehicular networks, dividing the network into multiple sub-regions for timely information sharing between
vehicles. Edge RSU nodes are used to help vehicles quickly authenticate across regions. Secondly, the method in-
tegrates regional and time-sensitive features with the traditional DAG “s Markov Chain Mnte Carlo ( MCMC) approach
and designs a new Tip Selection Algorithm based on information sharing relevance ( RTB-TSA) . Additionally, a tip
sending rate control method based on integral values is used to defend against parasitic chain attacks, ensuring the
security of the DAG system. Finally, simulation results show that, in terms of efficiency, compared with traditional
DAG blockchain systems , the proposed method improves the tip selection rate by approximately 5% and reduces
the convergence rounds by about 30%. Compared with the DDB-TSA method, the proposed method improves the tip
selection rate by about 1% and reduces the convergence rounds by about 7%. In terms of system stability and security,
the proposed DAG ledger can maintain convergence and effectively suppress parasitic chain attacks initiated by

malicious nodes.
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