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Figure 1 Attack threat diagram of
container cloud environment
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Figure 2 Dynamic heterogeneous scheduling model

for container cloud system
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Figure 3 Example diagram of the container cloud

system hierarchy
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Dynamic Scheduling Strategy Selection Method for Heterogeneous
Containers Based on Signaling Game

HU Hongchao', LI Mingyang®, YANG Xiaohan’

(1. Zhongyuan Network Security Research Institute, Zhengzhou University, Zhengzhou 450001, China; 2. School of Cyber Science and
Engineering, Zhengzhou University, Zhengzhou 450001, China; 3. Information Technology Research Institute, University of Information
Engineering, Zhengzhou 450001, China)

Abstract: Aiming at the problem that the weak isolation characteristic of containers easily makes them suffer from
co-resident and escape attacks, a dynamic scheduling strategy selection method for heterogeneous containers based
on signaling game was proposed. Firstly, the degree of container heterogeneity was quantified, and the set of heter-
ogeneity was calculated by combining multi-dimensional indicators to provide the necessary parameters for accurate
calculation of attack and defense benefits. Then, considering the constant change of the attacker’s access degree to
the container information, a dynamic set of the attacker’s access degree to the container information was designed,
and a multi-stage incomplete information signaling game model was constructed on this basis. Finally, an algorithm
of dynamic scheduling strategy selection for heterogeneous containers was proposed to solve the optimization problem
of multi-stage dynamic scheduling strategy. The experimental results showed that compared with the SmartSCR
method, the average dynamic rotation overhead was reduced by 47.3% and the average gain of the defender was
improved by 14.2% , and compared with the Stackelberg method, the average gain of the defender was improved by
65.73% while the average overhead of the dynamic rotation was basically the same.

Keywords: container security; signaling game ; moving target defense; container scheduling; container heterogene-

ity



