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&) 7 %1 14 JC W B 22 00 S5 0 AR I 35 ( multivariate a-
nomaly detection with GAN, MAD-GAN) , i i3 fif FH &
K I A2 33 V3 A 45 B 4% (long short-term memory,
LSTM ) S 4ifi 3K A8 & 2 8] B9 % 7 A H.4E A . Donahue
G L 0L i) A X BT N 45 ( bidirectional GAN,
BiGAN) J7 ik, i ffi H BiGAN [ 4% > T 47 Ml 2% >J
VAR S ) 5 B0 A8 TE] (AR BB S, Geiger 4517 4R
1 TadGAN (time series anomaly detection with GAN)
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[i] 7 51 5 Al A ) O i 1 T 2 O R AR 22
FROHT T ¥R 4R TE TR IR R HE AR, XA R
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B, WIS AE BIGAN KA SR B T
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B2 DS g 1 (1 /R 1 i e T S (T s R o iR
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B 1 Sk R ) Az i X BT ™ 2% ( bidirectional GAN,
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Figure 1 BiGAN model structure
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Figure 2 Specific steps for image encoding
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YooYl

s OKER X = x e x ]
@O FIH t-SNE (x,y) SRH 4EAFR (a,b)
@ MM AL SR 4R B B /N AE bbox
® grad=(bbox[1,1]-bbox[0,1])/(bbox[1,0]-

bbox[0,0])

@ FIH] arctan ( grad ) 53 3 BE e /1 £ theta
® bbox 5% asmatrix (theta) /53 e 256

JEHE rotatedDate
©® For i=1 to len(rotatedDate[0,:]) do
@  Forj=1 to len(rotatedDate[ 0]) do
if rotatedDate[ i ,j 1 17 1EZ > 45 do

dup. append (i,j)
end if
end
end

®© For k=1 to len(dup) do
10 % rotatedDate 1 H 15
@ end
(2 % rotatedDate W5} i K K X'
@ end
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Figure 3 Grey scale maps of the three datasets after image coding
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Figure 4 MBGAN overall framework diagram
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F HGERH 4 N ERBEAR, ERZIEEN S, B
% U2 JE $E LeakyReLU ¥4I R 8L, B 5 %
Dense JZ .,

(3) Gt 8% Enc, dmihdeim AN HSHEAR x,
Tk 2 fE 2 0] ol 4 S BUZR ML, B
BN 5, 5 Dense J2Hith

IR BB AL B 282 ) BN 7R 25 [6] ) 5 2 FHAE
A e Z 18] P RH LI SR 56 AR | IHG R AT R 0 R A A A
B A G AS rh AT R AL O R R S A
AR 2 (6] 1 22 S R H B S 75 O S H L A 0 A Y 25 R
R TR AR e 4 G Sy S B R RS, A SOl
RN 3 /NS W)

A(x) =pLy(x) + (1 =p)Ly(x); (3)
Ly(x)=|lx —G(E(x)) || ; (4)

Ly(x)= | f(x,E(x)) - (G(E(x)),E(x)) || . (5)
X A(x) ARFHARI w AAE N T x 9L
FEA S Ly (x) R E A%, F R PP Al I A A 5
WFEARZEZS; Ly(x) FHRHME; E(x) M x
o3 gt At RO AE 1) B G(E (x)) WA AR
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XF TS A RGOk R R E,
FHOCHEAR T TG QR o WFIEREA Ry S, 15 e
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(6)
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TP BIGAN W 4% 78 Il 2k iod 72 of 4% 5 i B
b S % BB o O A R R B AL 58 GAN ARAY v i
JS BUEE FH B /)N Wasserstein B5 55020 84t , UL B A
S AT RN AR A A 2Z B R BT (45 GAN ALY [ )l
SR TR E , R AR B A U SRR AR IR
/N Wasserstein 555 19 H #5 2 Be/MEAE iBEAR 5 B
SEREAS Z [A] B Wasserstein B8 25, BJ 5 KAk 2] 51 28
A o> B S L H AR RO

H(}el"n max V(Dis,Gen) = E“PT[Dis(x) ] -

E._,[Dis(G(2)]. (7)
sk, [Dis(x) ] oA H SRR AS g 501 i 0 31 O

x

H V050G B, [Dis(G(z)) ] KA AEA A
ol 4 A0 55 Ay LA P 153 80 Dis(-) AR 2 1-Lips-
chitz 29 14T 22 R AL

1-Lipschitz 295 A] DLk 40 550 2% #1848 B 43 A3 A I
SEo3 A b A48 SR BRI TR — 5 LN R R T K
1-Lipschitz )& X'

c=n,, /ng

1fe) =fe) | < Kllx -x 0. (8)

A x, x, R SCEN R &K 8 H K=0,

AT 2 LN AR 2 e E x, Flox, #B

2 (8),

giaacn), R () AT E N

Fr‘nicnm max V(Dis,Gen,Enc) = E,__ [Dis(x,E(x))] -

E,_,.[1-Dis(G(z),z) ], (9)

A BE AR ST AL 20 ok 3k — 2B R U o AR

T8 3 7 S O3] A A5 R eR RO BN — A AN R R A
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A B L2 Y520 a3 1 BRI, St Bl 0 00 25 1

JEJE R, 5 LB 5 #5096 L Lipschitz % L1 | 180 /45
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. - X px
Enc,Gen  Dis

E._.[Dis(G(z),z)] +
AE, (V. Dis(x,2) |, =171, (10)
A B, AGERKEAR x ik N L SE R0 20 A pe 79 3]
Bk AT z IRV RS (8] 3 A pz 12

{5 & Fom A B X RS RR AR 25 i) x 22 )
FPIXBCREE s B, 88 & IRRAEZS 6] 43 A pa fY
WM, V MBS ¥, V Dis(%,z) % Dis(R,
z) F R SRABIZ A S Bh B AR AL

=

3 XLy

3.1 TWRHEESHERLE

AR AE Windows #21E R4 T ig 17, i ] Py-
thon ZMERIE S , 5 Bl Pytorch AEZE# LAY CPU Ky
Intel Core i5-11400H, 174 16 GB,GPU i NVIDIA
GeForce GTX 3060,

AR NSL-KDD?") 'UNSW-NB15"* FlI CIC-
IDS2017"%3 A~ $dis £ 17 92 %6 . NSL-KDD 45 4
TR SR BIE A G R 42, A8 41 AN ERIE AT 1 A AR
2 HR A 9 AN B HORLEEIE ., UNSW-NBI1S5 % 4
BEARKBAE R 48 MFRIER 1 MAR%E b 34
BURFIE . CICIDS2017 4 4 b i B 25 BUHle A 78 A4~
FEAEAT 1 ANBR & JORCHE #0032k TR AR . BUd 4R
HAFERWER T,

®1 HBEEHR
Table 1 Dataset description

—_ PSS G A A B
FEARK 1E B SRS
NSL-KDD 296 413 158 586 39 022
UNSW-NBI5 175 341 45 332 37 000
CICIDS2017 2 892 808 930 000 1312 080
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X NSL-KDD H1 UNSW-NB15 %4 £ v i 7 4%
RUEHR AT One-hot 4 %, 316 1E % FIBR & R id A
0,5 HhrZrrich 1, AHJE, KDD £ 5 i Ik
) 41 AN TR AE S 121 AN 1F , UNSW-NB15 %
PR K 196 MHFAE

AR SR e /N - R IA — 4607 25, O 4 i A5 7 £

EMEFIZALRE ST A
X T Xin
9?[» = o (11>
X - X

max min

A x, WEEAR x M58 i DRHIE «, HTEFTAREAR
T AR IR B e/ MEL; v, W TE BT A REAS P AR AR Y
SN
3.2 iFMiERR

T 3 VTSR T Y 22 28 00 S AR bR R I A X LY U7 v
F S50 P BE , %5 I T RS 863 Pre R B FPR A
[\ Rec #1 F1 {8 4 1~$8 %5
3.3 XWSHRE

TESLEG o B HE IR K/ batchsize % B R 256, la-
tent dim BB A 100, epoch ¥ R 50, 5 Hyisi#l
TEANTR] 27 2] N By R B, b, D_ir 2 0 50 45 19 2
AEGG_Ir MR AR E AT R, i B S AT LA
NSL-KDD ,UNSW-NB15 I CICIDS2017 %% ¥ 4 & %
> F 454 0,000 01,0. 000 1 A1 0. 000 1 B, 35050 7%

U R AL BE S PR B SR A AP, PR 3 U
SR B 1 2% 2 %43 51 % 2 0..000 01,0.000 1 Al
0.000 1,

FOEE o PR 2 2 M 5 TR S 00 ) g ez )
ROR 3R 2 AN w (XTI RS I 45 R 052, AR
2 &, NSL-KDD , UNSW-NB15 F CICIDS2017 ¥
A2 BIAE w A 0.90,0. 70 F1 0. 90 B 6 I 2% 5 %
5t B NSL-KDD UNSW-NB15 F1 CICIDS2017
B A A I B Y (B 5303 € R 0.90,0. 70,0. 90,

2 RE p B R 0
Table 2 Effects of different u values on the test results

Pre/%

K NSL-KDD UNSW-NB15 CICIDS2017
0. 65 91.6 90. 8 89.6
0.70 91.9 92.3 90. 1
0.85 94.3 90. 1 94.4
0.90 97.4 85.5 94.8

3.4 XLELWHER

A B AnoGan'"?) \MAD-GAN'"' BiGAN'' |
DSEBM-r** ALAD"' EB-GAN'"' I BiCirGAN""*' 5
AT SR

W 3 i ,MBGAN 7£ 3 0G4 b (1046 0 5%
W F HAL 7%, 5 DSEBM-r M Lt , MBGAN 7

—=D_Ir=10° 3 —=D_lr=10°
3000 - 1{/:‘: 104 1000 31000 —= D _Ir=10"
2000 == D_Ir=10° 500 2000 —=D_Ir=10°
— G Ir=10°
= 1 000 — G _Ir=10* 0 - 1000
X o E -500 X
S [ T B 00l 11/ —=Dir=10"| B
-1000 Y / i ! —— D r =10 1000
2000 fi /_/ -1500 / j == D_lr= 10° |
L i —G_Ir=10 2000 |
30000 4/ 2000 — G Ir=10°
i asool M — G Ir=10° -3.000
0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50
epoch epoch epoch
(a) NSL-KDD¥(#fi £ (b) UNSW-NB15$#E 42 (c) CICIDS201 7% 4 42
B5 3NMBEEETRAZEIRNEBITER
Figure 5 Running results for different learning rates on three datasets
®3 AEAEETERERHOTILER
Table 3 Comparison results of indicators with different models %
Pre FPR Rec F1
1Y NSL-  UNSW- CICID- NSL- UNSW- CICID- NSL- UNSW- CICID- NSL- UNSW- CICID-
KDD NB15 S2017 KDD NB15 S2017 KDD NB15 82017 KDD NB15  S2017
AnoGAN'"! 87.8 75.3 82.1 2.3 4.9 4.5 82.9 74.6 78.6 85.3 74.9 80.3
MAD-GAN'""  90.8 82.3 86. 4 2.3 3.2 3.4 96.2 86.3 85.6 93.4 84.3 86.0
BiGAN[™ 86.9 75.5 80.8 1.8 4.6 4.7 95.2 74.2 80. 4 90.9 74.8 80. 6
DSEBM -r[*"] 85.2 70. 8 73.1 3.6 7.7 6.5 80.5 56. 4 69.2 82.7 62.8 71.1
ALAD"" 94.2 85.2 87.2 1.7 2.7 3.2 95.7 84. 4 85.7 95.0 84.3  86.4
EB-GAN!""! 95.3 88.4 89.5 1.2 2.8 2.6 96. 8 88.0 90. 4 96. 1 88.2 90. 1
BiCirGAN'"®  96.8 91.0 93.6 1.6 2.1 1.6 97.0 92.8 93.2 97.2 92.0 93.4
MBGAN 97.4 92.3 94.8 1.5 1.7 1.2 97.2 93.1 95.6 97.3 93.0 95.2




% 6

KR, A o T2 A AR A AR BRI I 46 1 I 46 AR A 45

3 KRR LR DS B2 43 S48 T T 12,2 4
21.5 AR 21,7 Br A, H MBGAN K 45 5 1
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P2 B MBGAN 455 A1 L filt 1, B0 A 38 2o 1B 1% 2 7
R T T 12 e 4 K B RT3 A 55 R I 2 5 (@ MB-
GAN+JS, ¥ MBGAN #2U f1 (1) H A7 oA E50E 4 15 46
(IS HICRE | FH A Al 2 1E o 8008 5 5 0 B5OHE 43 A =2 1]
(2% 5% s @MBGAN +W , 75 MBGAN 45 5 (%) JE iy | |
H b pR L B2 1 H 52 /N Wasserstein #5851 AL A
W, T AN I A 3 A O v

R4 N FRBIATE 3 DRI AE T AT S 5 45
B, NFE4HATLIE B MBGAN-ITM 5 5Y [K 2K 75
VR A 2 50 A i A A5 A 00K B I, 7 3 N BOHE 4R
ARG IUORG BE Lk MBGAN #ERI43 5 F R T 10.9 A
A3 1002 T AR A U115 Ay AL (E AR T,
MBGAN+JS BB YE UNSW-NB15 3044 B T4
A R s B A IR, LR Rl J& MBGAN+]S #5278 (1 H
b R T B LA 1 JS B (0 A5 A A I 25 K B
FE BB RNYI R TR I R) B, DA 5
THKI . 1 MBGAN +W 5 B fifi FH T #% /N Wasser-
stein JFFES H Y 2 B0k 05 O 5 A R 9T 9 8 O
JIN o JBE P A4 ) 2 3 R A, 5 BORE R T VA A A
SR AL, DT R AIR T B AL Y 2 2] BE T, S B MB-
GAN+W #5515 4G S8R L MBGAN J5 22, itk
B A PG B e A e vl LU 4 B B 22 00 T AR AR
fiIE R Z MM A Bz /N Wasserstein [0 25 F1 4 5 45 53] 7
BRI DL AS GAN W48 7 I 25 ik F vh B8 fin g e, Al
DA FE G327 2 B8 43 A, DT A kG B2
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Table 4 Comparison table of ablation test results %
Pre FPR Rec F1
15 7Y NSL-  UNSW- CICID- NSL- UNSW- CICID- NSL- UNSW- CICID- NSL- UNSW- CICID-
KDD NBI15 S2017 KDD NB15 S2017 KDD NB15 S2017 KDD NB15 S2017
MBGAN-ITM 86.5 82.1 83.3 3.3 4.4 4.0 86.0 80.6 82.1 86.2 81.3 82.8
MBGAN+]JS  92.1 52.7 90. 1 1.9 11.7 2.5 91.5 51.9 89.5 91.8 52.3 89.8
MBGAN+W  92.6 91.1 91.2 3.1 2.2 2.2 91.7 92.0 92.0 95.4 91.5 91.6
MBGAN 97.4 92.3 94.8 1.5 1.7 1.2 97.2 93.1 95.6 97.3 93.0 95.2

3.6 HIBHEELR

ARG 00 R TR G ) TR ) PR B S R B R S
B BE N TE T 1 S5 il B8 IR AT Ry =2 SR IO T
Jiti . PUE, X 4 ASBERLTE 3 B0 4 A 4 B )
PEAT X S8, SR g Rk 5 iR, i s i,
MBGAN 7E UNSW-NB15 %46 5 b iy #fk 2 Bf ] 45 T
BirCirGAN #i %! 1fij7£ NSL-KDD 5 CICIDS2017 %t#%
A TR FE I [R] B/ T H A A A A L T AnoGAN
BRI B K46 50 T 26.4 ms, HEF R KT T
10. 1 £%, It MBGAN J5 ¥ 78 %5035 J 1 Al b G At 7
P AL,

F5 MBS R

Table 5 Model inference time

o FEHT/ms
NSL-KDD  UNSW-NB15  CICIDS2017
AnoGAN''? 30. 6 25.7 29.3
EB-GAN'"! 5.7 4.5 3.2
BirCirGAN"'®! 4.9 4.3 3.2
MBGAN 4.3 4.3 2.9

A SCHR T — O] AR B BT 2 A AR AT
2 MBGAN, BEGZ 75 W 2% 31 35 & X 53 # A 1= B3 ik
A7 ORI Xof A R b 28 I 4% v ) 45 FRUAX e 6% 4
AREMG b 23 [ RRAE B 47 1 4 — 4 B9 RRAE ) B R OR
e S5 B — A PR 7 | ful A R A Sl 6] 4 A 5 DG IR 15
K I 38 2 0w AR X Bt R 42 2] T R ECE Ry )
A, 5F S B AT R EMR A, 45 & Wassertein
PR B FNRR FE AT HOR | itk GAN W £8 1 Z rp 9 B X
FiA B9 RN R S I, BERUAE 3 A R OHE 4R ik
ATHUE, S50 3R B 1% 07 ¥E AR L TR L O v B AR
S, AU A E 1A R TN bl i LA R A L
f Ty et 75— 20 B TAE 8 B 5 Anfer 5 1
1200 0 28 37t B A AR AT R R AT 5 5E S8 DL E 5 i ]
et DT G 7 X6 B A % Y ) 448 PR B

SE AR
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Network Intrusion Detection Based on Spatial Features and Generative

Adversarial Networks

ZHANG Zhen', ZHOU Yicheng®, TIAN Hongpeng'

(1. School of Electrical and Information Engineering, Zhengzhou University, Zhengzhou 450001, China; 2. Henan Institute of Ad-
vanced Technology, Zhengzhou University, Zhengzhou 450001, China)

Abstract; Address issues such as the inadequate consideration of inter-feature correlations in existing intrusion de-
tection methods and the need for improved detection accuracy on high-dimensional discrete datasets, a network in-
trusion detection method MBGAN based on spatial features and generative adversarial networks was proposed. Ini-
tially, a transformation approach was devised to convert one-dimensional data into two-dimensional grayscale ima-
ges, enabling convolutional kernels to capture richer contextual information. Subsequently, a bidirectional genera-
tive adversarial network model was employed for anomaly detection. The model was trained using network traffic im-
ages, incorporating the minimum Wasserstein distance and gradient penalty techniques to mitigate mode collapse
and instability during generative adversarial network training. Experimental verification showed that the detection ac-
curacy of the proposed method on the NSL-KDD, UNSW-NB15 and CICIDIS2017 datasets was 97.4% , 92. 3% and
94.8% , the recall rates were 97.2% , 93. 1% and 95. 6% , and the F1 were 97.3%, 93.0% and 95. 2% , respec-
tively, which were better than those of other methods.

Keywords: intrusion detection; anomaly detection; generative adversarial networks; image encoding; convolutional

neural networks





