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Table 1 Data sample distribution of CICIDS2017

A A B R Ak )
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BENIGN 200 000 32.06 200 000 29.25

Botnets 1 938 0.31 21 938 3.21

DoS Attack 320 295 51.34 320 295 46. 84

Sniffing 90 379 14.49 90 379 13.22
Brute-Force 9 117 1.46 29 117 4.26
Web Attack 2 133 0.34 22 133 3.24
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Figure 5 Representative sample images of each category in two datasets
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Table 4 Result of sample imbalance processing on

CICIDS2017 dataset

h ik AR/%  PR/%  RR/% Fl
KNN!' 97.40  96.30  94.70  0.934 0
SAIDuCANT''®)  87.21  88.66  98.24  0.9200
P-LeNet'"’ 98.10  98.14  98.04 0.978 3
LSTM-AE!"! 99.00  99.00  99.90  0.990 0
ID-CNN'? 99.96  99.94  99.63  0.998 0
DCNN' 99.93  99.84  99.84  0.999 1
AQVAE-RGSNet  99.99  99.95  99.99  0.999 7

£ 3 CICIDS2017 #4E & E 4 B 1 RETh

Table 3 Performance evaluation of models on

CICIDS2017 dataset

Sk AR/% PR/% RR/% F1
w/0 AQVAE 99.30 98.57 97.72 0.980 2
SMOTE-RGSNet 99.71 99.51 99.84 0.996 7

BorderlineSMOTE-RGSNet 99.49  99.17 99.63 0.994 0
AQVAE-RGSNet 99.84 99.88 99.85 0.998 6

&5 CICIDS2017 BiEERBRHELBN R FE
WELER
Table 5 Unbalanced processing results of each

data category in CICIDS2017 dataset
TCAS - b 2 AQVAE-RGSNet

E-Spid

PR/% RR/% F1 PR/% RR/% F1

5k AR/%  PR/%  RR/% F1
KNN7] 96.30  96.20  93.70  0.963 0
PCA-RF' 99.60  99.60  99.00  0.996 0
DBN'" 98.95 95.82  95.81  0.9581
LCCDE! 99.81 99.81  99.91  0.998 1

AQVAE-RGSNet 99.84  99.88 99. 85 0.998 6

MR 2 T LUE ) A SCHR i s R T B
LR PERE . F X b R R T R D Rl B i T
HAXfE Y — 4 B4 1 o A YE B R (87.21% ~
99.96% ) F1 F1 1343 (0.920 0~0.999 1) # A%, M4
CHEH A AQVAE-RGSNet A F1 34335 %] 17 0.999 7,
HERA A A P AR bR R 8 T 99.99% , X F %
A5 25 T i M 00 B00HE B O 1k B R Y BB SR g
R 1 DX 1 O 2 v i O R B N R 2
.

Nk 3 PR, ARSI R RLRL S Sk (6, 17-
19 W SEHE 7 AT T 8 B 3, 3K 7 I AR Cl-
CIDS2017 %4 LS 7 RAFmPERe A THk=
B (8 N S i Ak B E 56 R (96.30% ~99. 81% ) Al
F17545(0.958 1~0.998 1) A AR 1 A SC4R HY
(5 V6 AR A iy 25 5 Horp FL AR 2038 8 T e
f9°0.998 6, ixX = EAF 45 T il FH 9 AN SF- 1l kb 22 7
2L e 08 58 1 2 FE Ak BOHE AR A AL IR CIC-
IDS2017 £ 4 4 Hh 48 AS F i JT 7 ok 09 5% e, [
i, ffi F§ ResNet18 5 RGStage50 J47 32 BUER1E (19 77
BSR4 0 45 B Y o A ATy 2 i
I3, 8 LR 08 R AT HORS ) 16 A AR K T 25
3.2 HEEFR

kTR T AR 8 AN S A Ak B T 0k B B 4
7 1 FVECHE 53 28 O ¥ B A B0 | AR SC oy SR = 2 dE
AT TSSO A b B 75 75 AQVAE 197K
AL A RANER 4 £ 5 PR,

BENIGN 98.11 99.89 0.9899 99.82 99.72 0.997 7
DoS Attack 99.92 98.76 0.9934 99.81 99.89 0.998 5
Sniffing  99.97 100.00 0.999 8 100.00 100.00 1.000 0
Botnets  94.29 90.00 0.9147 99.69 99.75 0.997 5
Brute-Force 99.14 100.00 0.9957 99.90 99.71 0.998 0
Web Attack 99.99 97.65 0.987 9 100.00 100.00 1.000 0
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Table 6 Results of ablation experiments on the

data conversion module
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Table 7 Ablation experiment results of the data classification module
CAN-intrusion-dataset( epoch=5) CICIDS2017 (epoch =10)

A AR/ PR/ RR/ VIR AR/ PR/ RR/ Il 2t
% % % [6] /min % % % F [i] /min
ResNet18+ResNet50 98.68 94.40 99.69 0.966 2 6. 63 99.39  99.65 99.42 0.9953 11.12
ResNet18+ConvNext-tiny 99. 90 99.43 99.98 0.997 0 7.51 99. 67 99. 59 99.53 0.9955 12.51
ResNet18+Res2Next50  99.98  99.90  99.99 0.999 4 8.57 99.49  99.81 99.45 0.9963 14. 17
ResNet18+iResNet50 99.68 98.26 99.92 0.990 6 6.82 99.80 99.73 99.72 0.997 2 11.63
AQVAE-RGSNet 99.99 99.95 99.99 0.999 7 6. 55 99.84 99.88 99.85 0.998 6 10. 85
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An Intrusion Detection Method for Internet of Vehicles Based on Improved
WGAN-GP and ResNet

WEI Mingjun'?, LI Feng', LIU Yazhi"®, LI Hui'

(1. College of Artificial Intelligence, North China University of Science and Technology, Tangshan 063210, China; 2. Hebei Provincial
Key Laboratory of Industrial Intelligent Perception, Tangshan 063210, China)

Abstract; In order to protect the Internet of Vehicles system from the threat of network attacks and improve the ac-
curacy of intrusion detection, a new intrusion detection method ( AQVAE-RGSNet) was proposed for the character-
istics of large data flow and unbalanced attack types in the vehicle network. Firstly, the adversarial quantized varia-
tional auto encoder was used to process the vehicle network data imbalance. And it was constructed by combining
the vector quantized variational auto encoder-2 and the generative adversarial network with gradient penalty to alle-
viate the extremely unbalanced number of samples of abnormal attack types in the dataset. Afterwards, the ResNet
and improved segmented residual neural network were used to learn the input sample data and predict its attack cat-
egory. The experimental results indicated that AQVAE-RGSNet achieved F1 scores of 0. 998 6 and 0. 999 7 on the
vehicle networking dataset CICDS2017 and CAN-intrusion-dataset, respectively. On the premise of ensuring the
best training effect, it could identify attack threats more effectively in the vehicle network.

Keywords: Internet of Vehicles; intrusion detection; generate adversarial networks; residual neural network ; fea-

ture fusion



