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Automated penetration testing method based on deep reinforcement learning
Noisy Net-A3C algorithm

DONG Weiyu', LIU Pengkun®, LIU Chunling', TANG Yonghe', MA Yupu®

(1. School of Network and Cybersecurity, Information Engineering University, Zhengzhou 450001, China; 2. School of Network and
Cybersecurity, Zhengzhou University, Zhengzhou 450001, China)

Abstract. In the field of automated penetration testing, most existing attack path decision algorithms are based on
partially observable Markov decision processes (POMDP ), which have problems such as high algorithm complexi-
ty, slow convergence speed, and susceptibility to getting stuck in local optima. This article proposes a reinforce-
ment learning algorithm NoisyNet-A3C based on Markov Decision Process (MDP) and applies it to the field of au-
tomated penetration testing. This algorithm trains actor-critic through multiple threads, and the operation results of
each thread are fed back to the main neural network. At the same time, the latest parameter updates are obtained
from the main neural network, fully utilizing computer performance, reducing data correlation, and improving train-
ing efficiency. In addition, adding noise parameters and weight network training update parameters to the training
network increases the randomness of the behavior strategy, facilitates faster exploration of effective paths, reduces
the impact of data disturbances, and enhances the robustness of the algorithm. The experimental results show that
compared with A3C, Q-learning, DQN, and NDSPI-DQN algorithms, the NoisyNet-A3C algorithm converges more
than 30% faster, verifying that the algorithm proposed in this paper converges faster.

Keywords: penetration testing; attack path decision; A3C algorithm; deep reinforcement learning; Metasploit



