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Figure 1 Clustering result of Flame dataset
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CHEN Y. Research of density peak clustering algorithm

Differential Privacy Protection Scheme of Adaptive Clustering
by Fast Search and Find of Density Peaks

GE Lina"*’, CHEN Yuanyuan', WANG Jie"?, WANG Zhe'

(1. School of Artificial Intelligence, Guangxi Minzu University, Nanning 530006, China; 2. Key Laboratory of Network Communication
Engineering, Guangxi Minzu University, Nanning 530006, China; 3. Guangxi Key Laboratory of Hybrid Computation and IC Design A-
nalysis, Guangxi Minzu University, Nanning 530006, China)

Abstract. In order to solve the privacy leakage problem caused by adaptive clustering by fast search and find of
density peaks( AdDPC) when calculating the local density and the primary allocation strategy, a differential privacy
protection scheme of an improved density peak clustering algorithm was proposed. In this scheme, the Laplace ran-
dom noise was added in the process of calculating the local density of the algorithm. In this way, even if the attack-
er had the maximum background knowledge, it could not obtain the corresponding information by adding or deleting
a point in the dataset, thereby, differential attack was used to obtain the information of the target data point, and to
achieve the purpose of protecting the privacy data. In addition, the reachability definition was introduced to im-
prove the allocation strategy of AdDPC when assigning non-clustered center points, so as to avoid the problem of
data point allocation error caused by the one-time allocation strategy. The experiment compared F-Measure and AR/
values of DP-rcCFSFDP , AdAPC-rDP, IDP K-means, and results showed that: when the privacy budget was grea-
ter than 1.5, the F-Measure and ARI values of the proposed algorithm were better than those of other algorithms,
and this algorithm could protect sensitive data and data availability at the same time.
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