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Figure 1 Two-user cooperative communication

system model
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Figure 2 Cooperative transmission process of messages

and tags of user A and user B at the k-th slot
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Figure 3 Average SERs of messages and tags of the

cooperative PLA mechanism (pf = 0.01)
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Figure 4 Average SERs of messages and tags of different

authentication mechanisms (pf = 0.01)
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QAM Based Physical Layer Authentication Technology for Cooperative

Communication Systems

HAN Gangtao, LIU Ruixue, YAN Li, WANG Junjie, MA Xuefen

(School of Electrical and Information Engineering, Zhengzhou University, Zhengzhou 450001, China)

Abstract; A quadrature amplitude modulation (QAM) based cooperative physical layer authentication mechanism
was proposed for the identity authentication in two-user cooperative communication systems. In the proposed mecha-
nism, two single-antenna users transmitted their own messages and tags as well as those of the partner with the in-
phase component and orthogonal component, respectively. Thus, the messages and tags of two users could be u-
niquely decomposed. Maximal ratio combining was employed at the base station to detect the messages and tags,
and physical layer identity authentication was performed through tag comparison. In a typical scenario with equal
power distribution and symmetric user uplink channels, the closed expressions of symbol error rates of message and
tag were derived. The simulation results showed that the authentication probability of the proposed mechanism was
improved by 12% —20% compared with the non-cooperative physical layer authentication when the signal-to-noise
ratio (SNR) was 6-15 dB. Meanwhile, the authentication probability of illegal attack remained only around 107,
Consequently, the proposed mechanism had better authentication performance.

Keywords; physical layer authentication; cooperative communication ; tag superposition ; maximal ratio combining;

QAM
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