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Figure 1 CVSS 3.0 scoring measurement model
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Figure 2 Vulnerability exploitation prediction model based on LightGBM algorithm
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Table 2 Feature type of experimental data set
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Table 5 Various models experiment effect comparison
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Figure 3 Various models ROC curve comparison chart
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Research on Prediction of Vulnerability Exploitation Based on LightGBM Algorithm

YIN Yifeng', YANG Xianzhe', GAN Yong®, MAO Baolei’

(1. College of Computer and Communication Engineering, Zhengzhou University of Light Industry, Zhengzhou 450001, China;
2. School of Information Engineering, Zhengzhou Institute of Engineering and Technology, Zhengzhou 450001, China; 3. Henan

Education Information Security Monitoring Center, Zhengzhou University, Zhengzhou 450001, China)

Abstract: In order to solve the problem that enterprise could not identify key points of the increasing volume
of vulnerability and repair them effctively, this paper proposed a model of vulnerability utilization prediction
based on the decision tree algorithm, a boosting framework LightGBM (light gradient boosting machine ). This
model could predict whether there were exploits in a large number of security vulnerabilities or newly disclosed
vulnerabilities, so that companies could give priority to such vulnerabilities. At first, studies related to the
exploitation of vulnerabilities were reviewed. The exploitable vulnerabilities were found to complied with Bare-
do’s law, and the exploitable intelligence prediction of public vulnerabilities could be realized through machine
learning algorithms. Then CVE vulnerability information in the past 5 a and vulnerability exploitation data
obtained from mainstream vulnerability intelligence platforms such as Sebbug and Exploit-DB were collected
to extract relevant features, and construct a new set of data sets. Secondly, the vulnerability exploitation pre-
diction work was integrated into two classification problems, and fully considered the actual working scenarios
of the algorithm model and the ability of massive data processing. Algorithm models used in the field of net-
work security were selected, including LightGBM, SVM, etc. , and modeling learning was carried out. Final-
ly, after many simulation experiments and parameter optimization, it was found that this model algorithm was
superior to other models in terms of accuracy and recall rate, reaching 83% and 76% , respectively, indicating
that the model had good prediction effects and application value. At the same time, the results of this paper
could also provide certain construction ideas and data references for enterprise information security work.
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