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Tab.1 Sample of rules base on atrributes

<dpr >
< data >
< obj_name > A Bt 3A{F E < /obj_name >
< obj_type > pku. model. PersonInfo < /obj_type >
< /data >
< ruleset >
< relation > OR < /relation >
<rule >
< attr_name > deptlD < /attr_name >
< comparator > EQUAL < /comparator >
< value > 00082 < /value >
< /rule >
<ruleset> <! —HALM I E - — > < /ruleset

< /ruleset >
</dpr >
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Tab.2 FilterWith DPRs

FilterWithRS ( data_list, 1s)

BEGIN

VAR ret;

VAR rel = GetRelation(rs) ;
IF rel = = “AND’ THEN

ret = data_list; / « AND B}, WA EES WA EE =/
ENDIF
VAR sub_rs = NextRS(rs) ;
WHILE sub_rs < >NULL LOOP
VAR tmp_list = FilterWithRS ( data_list,sub_rs) ;

IF rel = = “OR’ THEN
ret = Union( ret,tmp_list) ;
ELSE
ret = INTERSECT (ret, tmp_list) ;
ENDIF
sub_rs = NextRS(rs) ;
END LOOP

VAR rule = NextRule(1s) ;
WHILE rule < >NULL LOOP
VAR tmp_list = FilterWithRule ( data_list,rule) ;

IF rel = = “OR’ THEN
ret = Union( ret,tmp_list) ;
ELSE
ret = Intersect( ret, tmp_list) ;
ENDIF
rule = NextRule(rs) ;
END LOOP
RETURN ret;
END
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Tab.4 Other functions

FilterWithDPRs( data_list, dpr_list)
BEGIN
VAR ret;
VAR dpr = Next(dpr_list) ;
WHILE dpr < > NULL LOOP
IF MatchDataType ( data_list,dpr) THEN
VAR rs = GetRuleSet(dpr) ;
VAR tmp_list = FilterWithRS ( data_list,rs) ;
ret = Union( ret,tmp_list) ;
END IF
dpr = Next( dpr_list)
END LOOP
RETURN ret;
END
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Fig.1 Class diagram of permission management
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