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Fig.1 Flow chart of security approval
of electrical dispatching system
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2.1.2 ECC ¥t

EERARE F ,MEMLSHD=1q, FR,
a, b, G, n, hi. Heh ¢ REFEARMAIE;FR B
BB TEMER 0, be F,, B X THE M E
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IR R LR E BR i1 R F B 8N

BrEAEELERENARA L HP ie
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5:8 “P‘E.‘iiﬂl dc,q'ﬁzﬁﬁfl\fﬁ ,#ﬁ’ﬁ OCA =
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(2) AP LEEEET L v, BXRER v, Xt
BREEm #TEEL;

) Hu MELAMBERE m B EEE
EEBEATL;

(4) ZEEPLRIELEA m, HTELKIE.
ERIERED, KEREELEREEFT LA
RN AERE VNFEEEHEEMES v, , R
FHEAO) , BUEAG);

(5) BAPLTHERIERS M Token. RN
BABZEZLE, BT EHLRIES M Token,
PAMRERE R0 &4

(6) BEPLRNBEETHEHAEL LY
Time. B3RP 4% E R B E) Time REZ, LB
LEXEHE;

(7) B LK. Token l Time 45 u, ;

(8) u, BiF Token # Time;

(9) SEM.

ELHLRP, ZEZ2PLTERERSME
Token, R I EZHPOMBERE m ME LT H
Time B A TALH. BAFERWT:

(1) SELEPOCHEILTEER L(0<k<n);

(2) (x,y) =k + G;r=x mod n;

(3) hash =H(m || Time)mod n, K || H &

BHS;
(4) Sy =(k+(r+hash)d, )mod n;
(5) Token = (S.,,r).
REEZELEWSD Token,m, Time J5, %} To-
ken (IBIER BT«
(1) hash’ =H(m || Time) mod n;
(2) (2',9") =8¢ - G- (r+hash’')Q.,;
(3) HIt r=2" mod n BE M. MR,
W Token %138 &f , 7 W 5% M.
Token W iiE = £ 5 % UF B 5 1 2 1 A 38 U 40
T
(x',9')=8; G- (r+hash’)Q,,
=((k+(r+hash)d, )mod n)G - (r +hash’)Q,,
=((k+(r+H(m | Time)mod n)d. )G -
(r+H(m || Time)mod n)Q,,
=k G+ (r+H(m| Time)mod n)d,, + G-
(r+H(m | Time)mod n)Q,,
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(r+H(m | Time)mod n)Q,
=k G=(x,y).
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u, WELZEZWT:
(1) u, BEPL=HEBE Lk (0<k<n);
(2) (x,y) =k G,r=x mod n;
(3) hash =H(m | Time | ID,)mod n;
(4) S, =(k, +(r, +hash)d, mod n;
(5) §=(8,,r,) ,key, =(=x,¥).
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(3) BEm, MRAEERFE, MWEAGS),
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(4) Xt S HITHFELRIE;

(5) FEHL.

u WFZEZRIEBEWT .

(1) hask' =H(m || Time || ID,_, )mod n;

(2) (2',9") =8,y - 6= (ri_y +hash’)Q,_;;
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(1) HIWF Time BB MERYMNEH
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(4) XA ERFENEZKIE.
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(2,9) = Shey, = 3k -6 (1)
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R = x mod n; (2)

SA = (isimod n)G; (3)

SB = Z(ri +H(m | ID))Q;5  (4)

(x,y) = SA - SB. (5)
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(x,y) =S4 -8B = (ZS,mod n)G -
=1
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(r, + H(m || ID,))Q,
=[S -G-(r,+H(m|ID))Q,]1+[S,*C
- (r; +H(m | ID,))Q,] + - + [8, - G - (r,
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= Y kG =(2,5) = (2,9);

=1

2’ mod n=x mod n=R.
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Research on Application of ECC Sequential Multiple Signature Scheme
in Electrical Dispatching System

FAN Ai-wan', CHANG Qiang’, LU Shu-xi', REN Tong-tong'

(1. Department of Computer Science and Technology, Pingdingshan College, Pingdingshan 467002,China; 2. Zunyi Power Sup-
ply Bureau, Guizhou Power Grid Corporation, Zunyi 563002, China)

Abstract: The ECC sequential multiple digital signature scheme is designed based on electrical dispatching
system, in view of the limitation of low execution speed and great size of memory of RSA in electrical dispate-
hing system. The scheme will process the identity of signer and the dispatching documents by hash function,
avoid the attack of alternative identity and ensure the integrity of information; the digital signature process a-
voids the inverse operation, and lowers the complication of time; the signing result of each dispatching signer
will be sent to the signature center, avoid joint cheating and ensure the verifiability of valid ticket, and the se-
curity of electrical dispatching system is then solved. The application test indicates that the duration of signa-
ture and verification of the scheme is short, with relatively small communication and the requirement of real-
time for power dispatching is satisfied.

Key words;: ECC; sequential multiple digital signature; electric dispatching; security; real-time



