20114 18
sk 14

Journal of Zhengzhou University ( Engineering Science)

BHKXKE¥HR(IT¥K) Jan. 2011

Vol.32 No. 1

Y EAHE 1671 - 6833(2011)01 - 0075 - 05

SVMEZHXEHIEN PSORLEEKA

EF T

(RN K¥E K TR¥8, 8 M 450001)
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2.1 XHEBHNER

IFEEBENRRERE S EFELY, K
AABERBESEREESR O( - )KBAZH
BRSHBl— A AR IE S A, X MR RS A, R
BB KK 5 K0 RV f(2) =w'®(x) +b,3
How A5 o3 B o X A 8 T 6 AT B AR E. X
B PR I 8O BT LUEE | oy 3 B, T A IR
BIBE =
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AH:0 BEETHVE:;C VETIEHF ;R E R
ERAE x, ERARMBEE.
EERRAEMERBENABRE K = (#,
%) =¢(x)"d(x,) =expl -y | x-x | ], BIKD
XERBMELHEREIRBAREGTH -2
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sign|g(x) | =sign( ¥ ay(x,x%) +67).  (10)

2.2 ERERBIER

EHRRME XA B E R PSO Bk ARMK A
SVM &% C # y, K P 0BT B 38 17 oF U
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fitness = w_/inaccuracy (11)
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Fig.1 Framework of an IDS
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Fig.2 Framework of an IDS based on SVM
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4.1 TREHE

ZEET MATLAB EEREWNE L, LXEBH
MEMU AW BERE TREZTEREARELER
Z (MIT Lincoln Laboratory ) 7E 1999 4E % 75 8 VE 4
WA FHE . MR B L 24 R, AT LISy
7 :Normal (IE % #E#) .DOS (AR F W FH) .
R2L(Remote to Local X ) .U2R ( User to Root I
i) Ml Probing (W Bk ).
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1 EEOAZERFENZHNFHSNET
Tab.1 Particle swarm parameterdesign

in adaptive PSD algorithm

BH B{E 58 B
¥3HF ¢, 2 BREICRE 200
#IHF ¢, 2 $K 500

Foi B A 40 HIMriRE e 0.000 1

BT B K HEE 1

43 ERERSUHE

BiE M X Rk F B E % E AINGBER L
SVM BB S E N € =4.625,y =0.053.

R TRE IAPSO MR8, 4 S A X E A&
BB TR E B (TAPSO) (WU R¥ 5 1% (ACA) At %
B (GA) X SYM W BB 1T 4k, R R # I
M SYM BT AR RS 5,80 W4 5 47
MBEHTRH. ZRIRE X G AR RER N &4
REFMTFR?2.

%2 WERUASVM SBHNEANBRUSLLERILE

Tab.2 Comparison of classification results of

IDS with SVM optincised parameters

Ko i 4 2 IAPSO - SVM GA - SVM ACA -SVM
B k5 /% 97.325 96.610 88.732
B/ % 1.136 1.338 3.315
BHE/ % 1.539 2.052 7.953
S 3546 ) B /s 32.6 74.8 54.8

NERGERAMUEL KEAENETFHE
BRI SVMESEE BT ARKMER F,3F
WG £ AR B0 B K I K BE S 2 I RE SR AR AR E AR
FHAFHHEEEACREHIOR. RER ER I8
¥ £, TAPSO L GA f£4k SVM J5 i) 16 I ¥ BE g
B, ACA 1L SVM BRI I ZEESH 9. 7%
%4 ,IAPSO - SVM RJiR BB MR R B MBI 7
9 B 18] b, TAPSO — SVM #8579 Fr F 4 it ] & 4,
HWE ACA-SVM B R i GA -SYM BRI EE
BEEBRK, XS5REBREERARRKHXER.

KT EMBANE 3 MEENEE, TEHWAE
3FREHT 3 FERAERAK SVM B 53E B M
R, 30 B R SO AR A A AR

1.2 1.2
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5 o4 5 o
04 ¥ 04
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(a)IAPSO - SVM ERUE M HILR  (b)GA - SVM LRI Ry {H 2%

ERRH
(c)ACA - SVM #RY3E 1y {8 g 4k
B3 FTEEEERNLSYM B SRE
Fig.3 Fit Values of SVM optimization

of different alogrithms
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40 WG, HIE R EE 8 1;GA B L5 90
RERE, HEMBEET 1;ACA B:EZRE 70
WikRG , HE N B X E 0.8. 34771 LA K BN E
IAPSO {16 SVM & %k BESEAR , 7 L WOBF B ok £
Atk SVM Bt 58 B fE R ik Bl 0. 8 1 5 i, 3X i3 B
WHBEBATREBRE D, REXBBRBE.

5 it

FIHRXIE Q&R FREERL SVM 5, EN
BARKRMNAG P, EXARITANRUEES
BTBREBEMRBFEE, 49.7% , %06t 5 &
4653 40.6% ~56.5% T ELWU B B B 7E AL 82
TRATRERE, XSHEMMERERNRF
RYELS AEEEAMA2ZRER, —RFEREK
HgENE HESHAFHASHERAMLER,
BEREHTHRAAEXXMERERZTH &
AL B A e B R B i A T s
BONKR P RATAT LIE &, W Fh X 6 B & R R T
HHRABERTITEERH.

ENBEARRE P BEMSBEME P K
TR RAE R, ERIERE K, SYM L #1E 5 &
W B ARG, T EH#— SR, BarE
R E 2 W 4% ( Neural Network, NN) 5 % #% [
BYHEEMITEERAIABRRN R LS, £
FANNMBEEIRN, XK SE-ITREFH
P ITIE.
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SVM Algorithm Based on Interval Adaptive PSO and Its Application

WANG lJie, JIANG Nian, ZHANG Yi

(School of Electrical Engineering, Zhengzhou University, Zhengzhou 450001, China)

Abstract : The parameters of the kernel functions are very improtant for the SVMs ( Support Vector Machines)

in the generalization ability, especially when we use the SVM for data classification with a great deal of data,

it will need so much computer memory that the speed of parameter optimization will be decreased. For this

problem, this paper presents a method that uses an interval adaptive particle swarm optimization to optimize

the parameters of the SVMs. Then we apply this method to the intrusion detection systems, and compare it

with the Ant Colony Algorithm and the Genetic Algorithm. The experimental results show that this method im-

proves the classification accuracy by 9. 7% , and the response time is shortened by 40. 6% ~56.5% . That

proves this method is workable.

Key words : support vector machine; adaptive; particle swarm optimization ; intrusion detection system



