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ik ; HER R/ %

Ji Al ¢ GCN GNNGuard RGCN ProGNN STABLE SFCoRobustGNN

0.01 71.32 75. 68 73.45 76. 82 79.41 80. 15

Cora 0.05 63.17 70.24 68.93 72.56 75.83 76. 30

0.10 54.26 64.37 62.18 67.42 70. 15 69. 42

0.01 69. 84 73.20 71.67 74.93 77.62 78.73

Citeseer 0.05 61.53 68.42 66. 84 70.27 73.85 74. 16

. 0.10 52.67 62.18 60. 32 65.74 69. 43 70. 28

rep 0.01 80. 15 83.27 82. 06 84. 62 86.93 86.24

PubMed 0.05 74.38 79. 16 77. 84 80.75 83.42 84.73

0.10 67.92 74.35 72. 61 76. 83 79.67 79.95

0.01 65.73 69.42 68. 15 71.86 74.28 73.85
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FOSM 0.10 57.62 66.73 64.85 69.42 72.18 72.13

0.01 82.67 85.34 84.16 86.72 88.45 88.26
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0.10 71.45 77.62 75.83 79. 86 81.94 82.42

0.01 68.92 72.45 71.18 74. 63 76. 85 77.24

ogbn-products 0. 05 63.75 68. 37 66. 92 70. 84 73.42 73.63

0.10 56. 83 63.27 61.45 66. 18 69.75 70. 85
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Al 22, BT B R A R 80. 2%  TEAE SZ R 46 Pol-
blogs 1, H 408 JiE $0 i i 1 He 4 4 1 =i 0GBk R
i e AE B PR 89. 5% ; i £E 7 5T K] ogbn-products
1, Adamic-Adar $§ $C3E o 12 48 76 2> (2 & 0 (8 3 )
KA BB R E R 72. 1%
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Table 3 Performance comparison of structure priors

on different types of dataset

LUEEE S SEWAA HERER % b i 22

CN 78. 1 +1.2
Cora JC 80.2 +0. 8

AA 79.6 +0.9
CN 89.5 0.7

Polblogs JC 87.1 +1.1
AA 88.3 £1.0
CN 70. 8 +0.7

ogbn-products JC 71.5 +0.6

AA 72.1 +0.5

FET BRSSO AN S g e o I Oy
K25 R S e i e P 4 SR IR I 5 R Ge 46 = m
AR RISl 1) [8] 5 181 (a5 SC 48 ) B Se e UG
HE RSB R 2% (AN Ak S 2% ) HERE CN G T 53 BT K
TSI (e 7 X 265 ) TR e 240 AA L
2.4 HFESTHXTEEXR

RIS IE FeatureMixPro #& He 7 X Hi vk B 5 F 1
FRAE AL RL BB, AR SCHE Cora BHE 4 I iE 47 11k 40
Br. 7€ PGD Hifi (& =0.10) 5 fFF X b TR IR
4 5 FeatureMixPro JF£& £ 45 # 1 %?Eéﬁﬂﬁ%,%
BNz 4 Pron, 5B E W, FeatureMixPro 8@ i JE £k
PEAR AR A e T AR A M S5 4 48 8 R AN T
(B Ry TEARL , UE W e AR DAAS 7T 3R SRS e A8 Sy T A
BT 3 PSR BE R 2 784. 0% , 7R AN [ 3
P E o B AR B R N RS N 161, 4%  {H L1
Wi AER 1 X IS ) B ¥4 A0 0 A B Ay AR A 40 ) 2
SR TE, SLE SR A JIIESE T FeatureMixPro
B RE 06 A R0 AL R AE e 75, R 1 B A e ) 1
B R R IR s, S B B A X BT I T A AR E M e

AT BIE S,
£ 4 PGD B THHES B 5 IR E B LE

Table 4 Feature space quantity comparison in PGD attack

A a7
=R LR E FeatureMixPro
R R -0.032 3 0.019 8
S SEAE 2.769 1 7.2371
- 352 A B 0.148 4 4.279 9

2.5 HELEIE
HEIE SFCoRobustGNN H 4% 5 B (1) 4 5 &
HABFRVER , A SCHE Cora 808 % 34T MetaAttack
SE ML Eh B I A S 25 NSRS TR, R
5 AT, BT $ A 45 5T e X G A R A M LA B
TUHR , FLA B (8] 77 7 1 25 16 P ] 38 5 5500
£5 HMLBKER

Table 5 Ablation experiment results

- AR RT TR %
TR AR fR
5% 10% 15% 20%
SE 4L LAY 82.65 81.88 80.82 79.70
TJC 45 5 1 78.35  73.61  69.87  67.20
THRE IR A 82.54 79.45 76.83  73.80
T T HLH 81.01 78.92 75.16  70.50
TG 454 5 56 +
o 75.28 70.15 65.43  62.10
TR &

TEARR P8 2T, 8 SFCoRobustGNN
H AT DA B B T R A R UERR R, TEHR B R
20% B, BBREE M e I A RS  HERR R N R T
12.50 @ 43w, 6 WY 45 14 2 50 ) 4 15 [ i o8 B 1
ELA SR AR 3 B BR A AIF TR A5 A5 e 5 S0 R T IR
5.90 T 43 a5, R UIZAE AT ROG AR T A x4k
Bl I W PE 5 T S TR AL E 5 BOME R TR 9.2
A3, B E T L AE AR JE O A T AT AR
P 2[RI 2 B 45 4 5 56 A0 RR AE TR A B B i AR Y
PEBE 2R T MR 62. 10% , #ETH R ML F L 17.60
G R L R T — R e Ul T i A R S
A3 UE B 4 2 I 3R ik ST AR AR T R A7 AE 5 2L P
)25, 3 ) A A T A4S 280 8 i v Sl 3 Al S 58
ZE LR SFCoRobustGNN HP 45 A5 e 14 & A 1] i 5kt
(), FLAE R BT 16 A RCHCAE (6] 25+ B 7 1 2R 30 A
15 B A I R

3 it
ASCHE T — P ) 454 5 REAE AR 3 U IR ey
BG4 1R #2228 SFCoRobustGNN , TZFE 2838 1 =

FHL ) 552 B I [5] B 480 - 45 AL 1R FH Rl 5 o R A 0L
5 SR ST I A L T B AL A S G S
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A Graph Neural Network for Structure-Feature Collaborative Defense

HAN Jihui', SHI Yupeng', HUANG Ziqi*, ZHANG Anlin’, HUANG Daoying'

(1. School of Computer Science and Artificial Intelligence, Zhengzhou University of Light Industry, Zhengzhou 450001, China; 2.
North Information Control Research Academy Group Co. , Ltd. , Nanjing 211153, China; 3. Engineering Training Center, Zhengzhou
University of Light Industry, Zhengzhou 450001, China)

Abstract: To address the degradation of node representations in graph neural networks with complex perturbation
environments, a structure-feature collaborative defense graph neural network named SFCoRobustGNN was pro-
posed. Structurally, a sparse attention mechanism that integrated structure priors to dynamically suppress anomalous
edges was introduced. Feature-wise, a channel gating mechanism was combined with a nonlinear feature mixing
module ( FeatureMixPro) to enhance the model’s adaptability to feature perturbations. A collaborative dual-pathway
defense was achieved through adversarial training and a multi-objective optimization strategy. Experiments on multi-
ple benchmark datasets, including Cora and Citeseer, demonstrated that the proposed method outperformed most of
mainstream baseline metods with various intensities of structure perturbations (5%—40% ) and feature attacks (&=
0.01—0.10) , showing significant improvement in node classification accuracy. On the large-scale ogbn-products
dataset, it maintained an accuracy of 71. 82% even with a 20% MetaAttack structure perturbation, demonstrating
its strong scalability. Ablation studies validated the effectiveness and synergistic effects of each module. The pro-
posed method effectively mitigated performance degradation with complex perturbations and exhibited excellent gen-
eralization.

Keywords: graph neural networks; robustness; structure perturbation; feature perturbation; sparse attention





