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Figure 2 Workflow of the dynamic model filtering algorithm
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50 30.23 21.54 184.97 21.37 26.72 22.09 21. 86
100 48.51 31.49 254.50 32.44 48.47 27.25 33.65
300 265.41 67.70 550.90 69. 29 221. 88 71.09 80. 29
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Table 3 Impact of thresholds on model performance in dynamic model filtering %
- IPM Zgaf 2 755 B ook 2 MIX 2 if; MINMAX ¥ if >
ACC ASR ACC ASR ACC ASR ACC ASR
0.5 62. 65 0 62.50 5.69 62.51 2.04 62. 80 0
0.4 62. 84 0 62. 54 6.93 62.94 3.56 62. 66 0
0.3 62. 48 0 62. 69 7.47 61.95 5.24 61.17 2.67
0.2 62. 30 0 62.15 6.58 62.31 5.69 59.77 3.11
0.1 61.52 4.18 61.37 13.78 61.70 8.35 56. 58 24.09
0 61.75 10. 40 60. 62 20. 18 60. 49 27.29 51.70 29.96
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A Robust Aggregation Algorithm Defending Against Byzantine Attacks in

Federated Learning

ZHANG Shufen'?? | LI Tao"??, ZHANG Zhenbo"**, ZHONG Qi'*’ JING Zhongrui'*”’

(1. College of Science, North China University of Science and Technology, Tangshan 063210, China; 2. Hebei Province Key Laborato-
ry of Data Science and Application( North China University of Science and Technology) , Tangshan 063210, China; 3. Tangshan Key
Laboratory of Data Science( North China University of Science and Technology) , Tangshan 063210, China)

Abstract: To address the issue that existing defense schemes in federated learning tend to over-prune benign mod-
els during filtering, a robust aggregation algorithm defending against Byzantine attacks in federated learning ( FLD-
BA) was proposed. HDBSCAN density-based clustering was employed to group models, identifing the benign clus-
ter, and the most representative model in terms of direction was selected as the trusted reference model. Using the
trusted model as a benchmark, cosine similarity was utilized to screen potentially misclassified benign models within
clusters, thereby correcting misjudgments. Additionally, a reputation mechanism was established to dynamically e-
valuate models’ historical behaviors, mitigating the impact of missed detections. For models with high reputation
adaptive magnitude scaling was applied, and differential aggregation weights were assigned based on update quality
to further enhance aggregation performance. Experimental results demonstrated that when defending against sign-
flipping attacks, FLDBA achieved an accuracy improvement of 0. 18 percentage points to 5. 13 percentage points
compared to FLRAM, FLAME, RFLPA, FLTrust, and Krum, while reducing the attack success rate by 40. 52 per-
centage points to 61. 39 percentage points, exhibiting superior robustness.

Keywords: federated learning; Byzantine attacks; robust; reputation; weighted aggregation
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