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Figure 1 IRS-based radar security perception system model
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Figure 2 IRS-based two-stage perception protocol
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Adversarial Attack Method Based on Genetic Recombination Knowledge Distillation Strategy

LIU Minglin, ZHOU Chuanjin, WANG Runze, WANG Chao, CAO Yangjie

(School of Cyber Science and Engineering, Zhengzhou University, Zhengzhou 450002, China)

Abstract; To address limitations of traditional ensemble attack methods, which were constrained by high computa-
tional resource requirements, including training data and time, a low computational complexity ensemble attack
method based on genetic recombination was proposed. This method aimed to enhance the transferability of existing
adversarial attacks by generating a more diverse set of ensemble models. Firstly, the concept of genetic recombina-
tion was introduced into knowledge distillation. In this process, student models were treated as independent individ-
uals, with their parameters considered as genes. Each round of distillation learning was viewed as a gene evolution.
Randomly exchanging parameters among student models during the evolution process achieves artificial genetic re-
combination, resulting in superior offspring genes. By setting different distillation temperatures, multiple diversified
student models were obtained. Next, these diverse student models were integrated with the source teacher model.
Finally, the integrated model was used to generate adversarial examples with stronger transferability. Experimental
results on a subset of the ImageNet validation set demonstrated that the proposed method significantly improved the
transferability of adversarial samples compared to other baseline algorithms. Using ResNet152 as the source model
and PGD as the attack method, the proposed method achieved the highest transfer attack success rate across 11
black-box models, outperforming the baseline PGD method by an average of 34. 52 percentage point, the PGI meth-
od by an average of 5. 30 percentage point, and the DGM method by an average of 2. 12 percentage point.

Keywords: ensemble attacks; adversarial examples; transferability; genetic recombination; knowledge distillation
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Security Performance Optimization of IRS-assisted Wireless Sensing Systems

SUN Gangcanl’2 , ZHAO Xinrui', HAO Wanming2 , PENG Shumin’

(1. Henan Institute of Advanced Technology, Zhengzhou University, Zhengzhou 450001, China; 2. School of Electrical and Information
Engineering, Zhengzhou University, Zhengzhou 450001, China)

Abstract: To address the sensing security issue of unauthorized radar station (URS) stealing target information in
multi-radar scenarios, a secure wireless sensing system model based on intelligent reflecting surface (IRS) assis-
tance was proposed. This system deployed an IRS with sensing capabilities on the target and adopted a two-phase
sensing scheme. In the first phase, the IRS sensing unit estimated the angle information of all radars. In the second
phase, the IRS reflection coefficients were designed based on the estimation results to minimize the perception prob-
ability of URS. Specifically, under the constraints of ensuring the signal-to-noise ratio of the legitimate radar station
(LRS) and the IRS reflection phase shift modulus, an optimization problem was formulated to minimize the maxi-
mum signal-to-noise ratio of the URS. An iterative optimization algorithm based on the Dinkelbach method and
semidefinite relaxation ( SDR) technique was proposed. Simulation results showed that compared to the scheme
without IRS, the signal-to-noise ratio of the LRS improved by approximately 3 dB, while the signal-to-noise ratio of
the URS decreased by about 12 dB, demonstrating that the proposed scheme significantly enhanced system security
performance.

Keywords: intelligent reflecting surface ; radar sensing; sensing security ; angle-of-arrival estimation; reflection op-

timization
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