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Figure 1 Data-free backdoor removal framework based on pruning and backdoor unlearning



552 #

P, R T RS R TR S A R 2 R4 TR R OT Ik 29

HHRZE R B9 07 825, IEALREAR AR i G LAAE S b 2
BEAY 5 A6 Il 25 K008 AR 8L 23 A 1 & URE A, B
F LW T ZOMAR R T A [ R B 48 0 s T 00 46
EREAR A LAY G X TAT B 45 1 — AL Bl HL 1) &t
lz),2,, 2, , Gl Fe/ME (1) 14082 o6 BUE
JRNT S 531 5% B KM L A REARS { o Ly, -y, | ORAUGS
IR IR, b &, = G (2,) o AR RARIRR pREC
X

L,=L, +alL, +BL,, (1)
X o M B S8, HEBEE 0500 5.0 F1 0. 1,

L, & one-hot ?ﬁ%,%%ﬂﬂ

1
Ly = — X CE(T(x),p) (2)

A CE(-) NAE U eR KL p, v o B A
il RTRI T e o p; =argmax(T(x,)) o WA A G
AN ERS T 0 DG I 2R B0 B A AL o A
2 EATTRY fan st 7 5 50 a0 I 2R B s AR AL, i i
one-hot Tﬁgi,EIUKE%UﬁEﬁ‘ZggﬁiﬁEEQFﬂT%LJE%B@
HE R4 v 2 0 0 45 U9 28 SRR S 2R ), DT AR S
PP O 2 S A R A R

R T SO T T i) 2 AR 4 A, 5 FRZ SR I
SRIEES RN AR U 7 N s R G LN |
I, LS PRGOS N A8 R AR T B AT B R A RO
e, L, 51K sREUE L

1
Lac:_;Z HT/(x)Hlo (3)

s T (x,) FRPEA o, 1020 PO 46 412 J 114 42 3
J2 b — 2 1 R AE

R T AT T B o 2 I 45 0 U Gt AR A5 2R
I I R A R i P A Y O e (8 A S
A A PRI 2 B R A A AR R R A R
PREL L, E LA

1
R PRI (@)
Pt (q)=- X qlogq, Wi BRIRIHAR,

%=%=m=%=%ijy%t%%%¢mﬁc

A A — R AR AR AR AR AR [R] il i fe /MK L, AT LAAS
B — IR SRR . A S S EL 6 il i
B/ MMEAE AR TE T A S Z 18] 1 Hh 22 S R R AT G
A, A ST KL BB R A e X 22 5, 2 2K ek K

0 =argmin(E, Dy (T(x) = S(x[6))). (5)
s« AR G R TR DA IE 25 23 A 19 BE P
AR 2 AR N — A ARl i AR A AT LA A

A e U 5 R T (43 AR 0 2 B 2
G 4Tk, I 2 A OB 947 35 T B AR 4
2 5 D R AL B
HISCHFIE ) % B0, T B A R e B A 0 0
BB 30 0 L7 25 00 288 P LA 2 %
76 TR 20 P LT AT e, TR R ek
S F e 22 0T, 5 0 2
A T 4 05 0 MR L SRTIAE T 1R 2
T 5 TSt A0 5 i 2 B
O 530 R B T T 25 40, 72 TR S
B4 S T A B WS R S B
BTG 2 TEXE i 58 TR S 51 9 5 47
G885 SR 1 B S R 45 B2 T A
TEAR , (3 T 6 0 5 401
A SCHEE R JH BRI IR A 4015 o R ]
R 60 TN AT O B 10 2 B L
540 R B X L 2
X UM XN
H(X) == [ p(o)log p(x) dr. (6)
LA S B K 3 1T B A A
S5 TR A 30 0O R 7 1 5 3
MLy BLUKTT 3 77 5 1 BT B 25 Xt
A A S5 8 T 0, BT RA T 5916
PR, T L 3 60 22 5 0 401 0
B AR 0 T4 28
T A B 28 TE X VAT B T A ]
A 25 7 R R
n(TkD)= CE(y.T(x,)) = CE(r.T ., (x,))0 (7)
Ao, P PR~ (kD) IR XTI TTRUBS &
B LN TEAEAT DR i X W TR
A 2 T 0 0 R RO S 1 452 e (i
T L 5 1R S 0 0 258 2 (8) T L4
15 5 TV BRS04
B,=in(T.kD) >l (8)
(k) (k)
U ket
B 5305 1, J5 1140 2656 77 LA 5 06 2 30 2 564
30 R A B (R AL TR R

R B e >0, Ay =

H(") < HYP) < H(X),YleB,l' ¢ B,, (9)
L. X B X ~ N(O, 1) BbRER 70
1.4 ¥WHERIES

XEPUPEIG 1738 5 (ABU ) 5 W3l i % b v 28 18
T B JCBE B R 5 B 5 TR AL Rl se AR B Y e TS
B s AR 5 ] A & g S R



30 IR PN s 3 - S QRIS )

2026 4F

EATI BN TR T B0 i & RO
g e, RIE AT 3 B A v A D i R ) 3 G P
7 i 2 0 MRS, BLAE SR TR R e Jm JLJE il
U o R, R R AT A 4% 1 2
Oy A B 22 I8 AT S A RE AT S 26

BT R B, AR SCHR T — i D8 B A 5K
W % R BRI 1 B IS A BUR 92 BE HLE T 3T
L Ao B A A A B 5 A S 1T AR AR Y AT BEAE A
ST R T e g B R i 3 b Bl AL G AT AL AN 2
SRS R X v BERE A B U, IH R S5 TR AR 38T
ARGHE B BEYLEE T ALA S BORE . M, T
T R AR OE 2 20 00 A T 45 A i 8, Bl HLE 8 4T
AL BEIR T R O B A%, R, B R — A
ASAE BB AL I8 £ 5L AT S AE AR E ST O [R] — 251, T
IKEEARR AT RE R PR REA

W TR A SRR AT BEPLE

iH
WA T, B 0 =2, AR X T —A g
e R A 10 S R R (T (x) | T, (), 4

T (x) FT, (x) 000 b5 % A I, 1% R 40 F 0,
B x AR KFERE b P BEREAS . I 8 75 eR B FE A
A G AL B R AR« FEAT R U8 AT LAAS B AT
EREASE ror NIRRT 1 & A 1Y 4R
o B, RIS E R R S B — A0k R
Ly =D (S(r) [ T,(r)) (10)
FAEMLE S DR /MES #OMR R T 7R {5 A
AL v 025 5 o T B, DR AR A A R ARG B
WAL XS HUPE S T3 55 (ABU ) 5E LT — A il &
AR G, OB A S S HURRJE T il & 6, X B
SWHE NS5, WMiEXf THAEA r i s, Al L KR
JFE M A S Rk SEREAS i S 25 S O SR ik & #
B BRHE , |6l < e LAFE T & B H6 BT 1 7K F , IF
HE P KL 8RR i i S0 8 Hif J5 155 284 14 i
255 KL HRE Y R 8RB A A it A2 Ak Bk ]
UL S X 6, A 6 MU G, Rk oR SR
FEXWT .
L == D (S(r) [|S(r+8)). (11)
A G S WK il & A LR G, R0 KRR BUR
mAAL, E S R MR A r U S R IAEEA (r +
&) Z Il iyt th 2= 55 ok D20 2 A I 4 X ik & 2 A
N e SR A B AR R R TTRR ok er DL
B2 S B ARG SR
Ly =Dy (S(r) |S(r+8)). (12)
RN, o E A MY S 5 Kok i

T

MES T, Z I8 A B 22 S AR R 6, 1 IR
W2 G S B AR BB AIRE XA L
B — A B 5 A AR 24 B9 e AR R

2 X

2.1 XWIgE

Yl B A SO 6 N BB E T d
D5 35 EAT B AR PR AR, ARG S B AR £ b B M0 - Bad-
Nets'*  Blended" "’ [IAB''*"  WaNet'*'  BPP"") Fl —
T 22 i 4 ¥ bR 25 Moy SIGT . Hidh BadNets f#
F1 68 7 AR O fiok & 45 19 T LIS 11 240t 5 Blended S22
T R WA B BB 5 1 50 ; WaNet J& 55 T FR
i e A ] DL 1 Mot 5 SIG & ) FH IR 5245 S AE
hy filh 2 25 09 T 1 bR 25 M0 TAB AR B8 S A B0 A 19 R
1IF Bl 75 Hb V8 B fh % 2% BPP Tk 38 3k %o 7 1 %o L 2
2] UG AL F AR B = BB 1 fik & 2% . AE T
AU, SIG R EE R E R 0.5, A M Bk b #
LY 0. 1,3 7E CIFAR10 Fl GTSRB % 4 rp %
B — A M HARZE By, =0, A T O
5 SR FH B 7R ) 5 g 5 R R 491 0 o PSR AT BE BL
BT R A

B AR 8 A S I 4 U i 5 R R 1 1E
EAEAT T X, Horp i dE FPU ANPY I-BAU'Y |
EPY Fn Spectral[ﬁ] . PEf R A BackdoorBench "’ 54
BRON B AR 15 8 — A AT Y T 250 5 T
fli BEVERESE  SC50 BRI T 2% 2 %5 0,001 /Y Ad-
am fRALERREH ¢ 1 G, M%) 0.015 . 3)
oM 0.9 KUEEW N 0.000 5 () SCD 111k &% 3k 0
BSo AT PRI S R S 56 1 R 00 N 4%
IS BRI R 2, Ak AR i Bt R 2R
B 512 A BUREAS  BEAC A 28 Y25 80 & A 400 it
USRI . 7R X P T ]38 s B B, 2 A I 4%
AR A LA 5 %R x 200 #&, FE AR EAR
SR ST 5 U, AE LA AT 1K

SCEE A GPU S B AF 12 GB 19 GeForce RTX
3080Ti,CPU 4 Intel Xeon E5-2697 v4, #:E R G N
Debian 11, iz 17 % 3 4 Pytorch 1.13.1 Fl cuda
11. 7,3 # PreAct-Resnetl8 £ 4 3 1f B 4% | 2 /N J5
IR BAT S h,
2.2 iFfEIERR

N T VA B A8 D ik PR RE AR SCR F A E
e b . OB AL 7E T3 4R i 2 JEUER R (ACC)
BVASE 70 X5 AN 5 J 1) i 1 ISR AR 19 0 B 2%
QRERIAE P EEMNR AL b I TR (ASR) |, RIS Y
HET A il & 25 I R A B 18 4 25 O H AR bR 25 1 L



552 #

P, R T RS R TR S A R 2 R4 TR R OT Ik

31

i, —> B IS T B A 5 1 1o B 3 B AR ASR, [R) Bisf
15 5 E IR AR T B ACC, #i5 Z , ASR {H X,
ACC A B &1 , B A 7 VL I PEBE AR 4T

2.3 XWHER

AR T 3 o S50 5 T BT $2 B A8 7 i ( DBR-PU)
FERS B B R S 1T i A M fE, O K 7E ofE g R
(ACC) MBI (ASR) i I £ 5 Fp 5L
BERME S J7 i BEAT X H . DBR-PU 5 5 Fh 5 46 5 18
J5¥:AE CIFAR10 Hl GTSRB %% 45 v 59 %) Fb 45 5 4
F1ME 2 iR,

1 TJE/R T DBR-PU 5 5 Fl 3% i B f8 7 : 7E
CIFARI0 b Xf 6 FfJ5 '] B it B A 2421 , 52 95 %
ACC FV ASR ME R VEAG 46 b5 . SEB 25 R v B 4k fE
AU SRR R IR . S2 9 45 R R W] 7E T AT
o] T35 BCH% W 45 &L T, BT 2 U5 %% DBR-PU #£ CI-
FAR10 %40 5 (9 3R SO T 3Lt 5 ol 55 28 5 160 7 1%
DBR-PU [ F-3 ACC LU TR 0. 89% , T REAL IR T FP
f19°0. 69% , {H AT LUK 7 ¥ ASR M\ 97. 37% F% A% 51
5.38% ,FEIRIL 91.99% , {1 T B A A4 KL 26 B 48 7 1%
SRS PR AR R D0 o A M O FE L (R R IR ASR
s B A 7 00 B B R bR, (AR TE R, L
e B 00 T 6 R R S 1) i A A R R
BN, FP B AR5 i i ACC, (H# {K ASR [ 8 AL Ky

84.84% , EP 7E Blended 1 WaNet X i T & 8 A
JE AT RE PR R 3 7 b A B R MR R TR T
TE B P2 T0 00 0 22 S 30/ MKCRE BE A TS 25 R
DUKS 2 £ 3 ph 2200 AE LT I A 28 8 Y i
TR O I A BB S AR ASR, LS5 i AR A ) 52
FHE 78 539k 52 HAE B A8 /5 11 Bk T A R

2 R T B4 Lk AE GTSRB $dls 4 X} 6
TS TS B B A A5 2R . a5 R R WY 0y skl LA
ROHBRBEARI b 0 5 1T SO, AH H T ANP EP (FP |
Spectral Hl I-BAU,DBR-PU 7EF- 4 ASR J7 Ifi % ¥ %
B, W ACC AL R B 0.57% , ALK T FP /Y 0. 48% , X}
TR JE s o 0 6 1 R T T LR

i FRTR 5 5 R R B A )7 A L, DBR-PU
LRI TR LA B PERE, X135 T
DBR-PU 147 B B 77 1 5K W - ) FH 598006 0 A1 495 R
X 43 FN RS B BT S8 4 2200 , I 25 & W Pt e 17138 15 A
Ab B T8 U A0 XU ) Ast 9 ] G 50 B A S A A
UK fih 2 4% 040 75 A6 el N7, S5 305 AT 80 1) B 4
2.4 MHMERINTEENERE

NBGUEXRS BT S 1T 5 5 (ABU) 15 1 BR B8 s
U1 RN H A P AR SO T 1 D £ 40 B e ek
2 000 5RFEAS, Jf2 il 7 AY B AT S A T A S
A LS ik K 7% A i A 22 ) TS A R B A B

&1 DBR-PU 5 5 FELEI# 77 %7 CIFARIO iRE B LLER
Table 1 Comparison results of DBR-PU and five baseline defense methods on the CIFAR10 dataset F{v .%

JE 1713, Ja TR ANP EP FP Spectral I-BAU DBR-PU
$HHY: ACC ASR ACC  ASR ACC  ASR  ACC  ASR  ACC  ASR  ACC  ASR  ACC  ASR
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Gk SRRk X DBR-PU
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5 97.56 95.62 96.79 0. 69
10 97. 84 95. 60 97.15 0.87
30 97.38 95.71 96. 42 0.92
50 97. 17 96. 63 96.21 0.83
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Backdoor Removal Method for Deep Neural Networks Based on

Pruning and Backdoor Unlearning

LI Xuexiang', GAO Yafei', XIA Huili’, WANG Chao', LIU Minglin'

(1. School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou 450002, China; 2. Henan Multimodal Perception and
Intelligent Interaction Technology Engineering Research Center, Zhengzhou University of Economics and Business, Zhengzhou 451191,

China)

Abstract: Backdoor attacks pose a serious threat to the security of deep neural networks. Most existing backdoor
defense methods relied on partial original training data to remove backdoor from models. However, in real-world
scenarios where these data access was limited, these methods performed poorly in eliminating backdoor and often
significantly impact the model’s original accuracy. To address these issues, in this study proposes a data-free back-
door removal method was proposed based on pruning and backdoor unlearning ( DBR-PU). Specifically, the pro-
posed method first analyzed the pre-activation distribution differences of model neurons on a synthetic dataset to
identify suspicious neurons. Then, it reduced the impact of backdoor by pruning these suspicious neurons. Finally,
an adversarial backdoor unlearning strategy was employed to further eliminate the model’s internal response to any
residual backdoor information. Extensive experiments on the CIFAR10 and GTSRB datasets against six mainstream
backdoor attack methods demonstrated that, under data access constraints, the proposed method achieved a minimal
accuracy gap compared to the best baseline defense methods and performed the best in reducing attack success
rates.

Keywords: deep neural network ; backdoor attack ; backdoor defense ; pre-activation distribution ; adversarial back-

door unlearning



