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Figure 1 GR-SGM model framework structure
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Figure 2 Location-aware feature extraction
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Table 2 Results of ablation experiments
- ISCX2014 i 7' ¥ 45 K ¥ 4F CICIDS2017 {57’ 4% % 4% 42
ACC/ % REC/% PRE/% Fl ACC/ % REC/% PRE/% Fl
No-Pre-detection  93. 80 86. 46 98.93 0.923 9 91.21 90. 30 95.01 0.927 8
No-Subgraph 96. 21 94. 50 97.31 0.957 3 97.39 96. 13 80. 35 0.874 9
GR-SGM 99. 98 99. 90 99. 95 0. 999 4 99. 91 99.72 99. 61 0.996 5




40 MK 2E R (T %% M)

2025 4F

DAV Ay b i TR0 2B T A Y DO 4% Y A T R
IR T 18 45 ) A 255 5 A TN e DR A3 T DRR) 8% AR AF 8 I
AN i ) )
3.5 SHHEBREIHENN

AT HT T AR B B AR R R A A Y
BF 280 Q Xl ey, BT Y IR R TS Q
A RHN B 5T B GG R, AR SOl AN TR YT
SUBCR B S AT 520 R e AR [F S LR Q iR
INXF AR AL RO R SZ R, TE ISCX2014 it )7 M 2% %L
P4 F 43 HIEEHC 1000 .5 000,10 000,20 000 4~75 A5
KT RN SR B AR R R
P f /ANECHE 9 1500 1000, BRLE B Y (B 50 B Bk
F 250, MK 8 B G LI 458 A
R0 258 /N B0 4B (49 A B0 < 10 000) B, 50 i g
HHIAE Y < 150, B Q = 67 ; T4 ARG I 45 K £ 4
£ (5 S 50=10 000) B, 45 700 P R (B H IR AE Y =
200, B Q < 50,

100
90/
80
O
&}
~
70
—o— 10 000
60 | —=— 20000
L L L )
30 100 150 200 250

Y
ES8 AEYEERTH®NERE

Figure 8 Detection accuracy with different Y values
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Botnet Detection Method Based on Graph Reconstruction and Subgraph Mining

JING Yongjun'?, WU Hui’, CHEN Xu’, SONG Jifei’

(1. School of Computer Science and Information Engineering, Hefei University of Technology, Hefei 230601, Chinaj 2. School of Com-
puter Science and Engineering, North Minzu University, Yinchuan 750021, China; 3. National ( Zhongwei) New-type Internet Ex-
change Point, Zhongwei 755000, China)

Abstract: Aiming at the problem that disguised botnet hosts are difficult to detect, a botnet detection method based
on graph reconstruction and subgraph mining ( GR-SGM) was proposed. Firstly, network data was converted into
graph data which was reconstructed to enhance the host node feature representation. Then, based on the topological
structure,, node characteristics, and position changes in the reconstructed graph, a botnet subgraph scoring function
was designed. In this way, the camouflaged features were captured, the botnet subgraph was extracted, and the
original and reconstructed graphs were pre-detected to improve detection accuracy and efficiency reducing recon-
struction errors. Finally, the pre-detection results and botnet subgraphs were comprehensively scored to obtain com-
plete botnet information. Experimental results on the ISCX2014 botnet dataset and CICIDS2017 botnet dataset
showed that the detection accuracy of GR-SGM was 99.98% and 99.91%, respectively, and the F1 reached
99.94% and 99. 65% , respectively. Compared with other botnet detection models, GR-SGM could identify botnet
nodes more efficiently and accurately, while having a lower false alarm rate.

Keywords: botnet; subgraph mining; graph reconstruction; cybersecurity; pre-detection





