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Figure 1 Determine the boundary threshold using

empirical distribution function
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Figure 2 Example of one iteration of the boundary

attraction process on local regions of D31 dataset
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Table 1 Experimental datasets
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D31 G 3100 2 31
R157" =90 600 2 15
Aggregation'?”’ A 788 2 7
Iris? UCI 150 4 3
Seeds'™! UCT 210 7 3
Wine > UCI 178 13 3
Texture'** Keel 5 500 40 11
Segment*"’ Keel 2 310 19 7
Optdigitsu4' Keel 5 620 65 10
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Figure 4 The performance of the global one-step

peeling method on the D31 dataset
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Table 3 Comparison of clustering results for synthetic datasets

. D31 %4 R15 #dE 4 Aggregation Bim £
% Purity NMI ARI Purity NMI ARI Purity NMI ARI
KM 0.890 0 0.9352 0. 860 4 0.996 7 0.994 2 0.992 8 0.8109 0.845 3 0.737 1
BP-KM 0.949 4 0.937 7 0.899 6 0.993 3 0.989 3 0.9859 0.847 7 0.891 1 0.797 7
SC-full 0.976 5 0.9670 0.952 2 0.996 7 0.9%4 2 0.992 8 0.993 7 0.982 4 0.986 9
BP-SC-full 0.960 3 0.948 6 0.920 6 0.993 3 0.989 3 0.9859 0.991 1 0.980 9 0.979 9
SC-KNN 0.6952 0.828 2 0.605 6 0.9850 0.977 7 0.967 8 0.748 7 0.791 2 0.653 8
BP-SC-KNN  0.928 7 0.920 2 0.861 8 0.991 7 0.986 4 0.982 1 0.988 6 0.970 3 0.976 9
PKM 0.8223 0.886 9 0.754 9 0.8517 0.856 2 0.746 2 0.888 3 0.860 1 0.854 0
4 UCIHIEEREZERIER
Table 4 Comparison of clustering results for UCI datasets
. Iris £ P54 Seeds HUHE £ Wine £ 5
% Purity NMI ARI Purity NMI ARI Purity NMI ARI
KM 0.886 7 0.741 9 0.716 3 0.890 5 0.710 1 0.710 3 0.971 9 0.892 6 0.914 9
BP-KM 0.966 7 0.880 1 0.903 7 0.914 3 0.719 9 0.761 9 0.977 5 0.911 9 0.932 6
SC-full 0.900 0 0.766 1 0.743 7 0.890 5 0.686 9 0.705 4 0.623 6 0.562 0 0.428 8
BP-SC-full 0.966 7 0.880 1 0.903 7 0.900 0 0.698 5 0.725 6 0.977 5 0.911 9 0.932 6
SC-KNN 0.840 0 0.722 4 0.642 3 0.742 9 0.595 1 0.517 9 0.797 8 0.476 5 0.476 9
BP-SC-KNN  0.973 3 0.901 1 0.922 2 0.904 8 0.712 8 0.739 0 0.971 9 0.897 4 0.916 8
PKM 0.926 7 0.811 8 0.800 8 0.8952 0.694 9 0.716 6 0.966 3 0.8759 0.897 5
RS5 Keell HIEERELERIER
Table 5 Comparison of clustering results for Keel datasets
. Texture 4% i £& Segment BE s Optdigits B
ks Purity NMI ARI Purity NMI ARI Purity NMI ARI
KM 0.4335 0.587 2 0.412 2 0.561 9 0.587 2 0.443 5 0.587 9 0.648 1 0.5313
BP-KM 0.489 5 0.691 3 0.569 5 0.732°5 0.646 3 0.613 9 0.658 5 0.726 1 0.646 6
SC-full 0.444 9 0.647 2 0.519 1 0.1459 0.038 3 / 0.3521 0.507 2 0.3555
BP-SC-full 0.462 2 0.723 5 0.598 8 0.7359 0.651 8 0.568 7 0.637 7 0.704 2 0.618 0
SC-KNN 0.5827 0. 846 4 0.730 9 0.518 6 0.586 9 0.440 9 0.6319 0.706 6 0.599 0
BP-SC-KNN  0.587 1 0.903 8 0.833 6 0.520 3 0.578 5 0.4312 0.706 8 0.8252 0.757 2
PKM 0.471 8 0.657 3 0.537 4 0.432 9 0.5229 0.2319 0.630 6 0.678 9 0.582 4
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Figure 5 NMI values of clustering results with

parameter k in[ 3, 30] for BP-KM respectively
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Border-peeling Inspired Globally Central Clustering Algorithm

CHENG Mingchang', AO Lan"?, LIU Liu"**

(1.V.C. & V.R. Key Lab of Sichuan Provence, Sichuan Normal University, Chengdu 610066, China; 2. School of Mathematical Sci-
ences, Sichuan Normal University, Chengdu 610066, China; 3. Geomathematics Key Laboratory of Sichuan Province, Chengdu Uni-
versity of Technology, Chengdu 610059, China; 4. College of Mathematics and Physics, Chengdu University of Technology, Chengdu
610059, China)

Abstract: The globally central clustering algorithms, such as k-means and spectral clustering, often suffer from the
problem of local optima and difficulty in parameter setting with overlapping and adhesive clusters in the data distri-
bution, which might greatly limits the effectiveness of globally central clustering algorithms in practical
applications. To address this issue, a border-peeling inspired globally central clustering algorithm was proposed.

Firstly, a one-step border peeling method was designed, which defines a locally distance-weighted density according
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to the reverse k-nearest neighbor relationships between sample points. The density value at the maximal point of the
first-order difference of the density empirical distribution function was utilized as the threshold to divide the dataset
into boundary and core sets. Then, the traditional globally central clustering algorithms were embedded to cluster
the core set. Benefiting from the significant improvement in the overlapping of the core set, the embedding algo-
rithms could converge to the true cluster centers easily. Finally, a boundary attraction algorithm was proposed,
which could progressively amalgamate sample points from the boundary set, utilizing existing reverse k-nearest
neighbor relationships, and commencing from the already categorized core set sample points. Compared with the
currently iterative border peeling algorithms, the proposed algorithm had significant advantages in computational ef-
ficiency. There was no additional complex termination conditions but only direct performs boundary partitioning u-
sing a threshold. Furthermore, the global approach also exhibited stronger robustness local data densities were dif-
ferent. In the experimental phase, three synthetic datasets and six real-world datasets were used to evaluate the al-
gorithm’s performance, parameter sensitivity, and time consumption, further validating the efficacy and practicality
of this algorithm.

Keywords ; globally central clustering algorithm ; border peeling; overlapping; reverse k-nearest neighbors; empiri-

cal distribution
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Network Intrusion Detection Method Based on Improved Multi-factorial

Optimization Bat Algorithm

ZHANG Zhen, ZHANG Siyuan, TIAN Hongpeng

(School of Electrical and Information Engineering, Zhengzhou University, Zhengzhou 450001, China)

Abstract; In addressing the challenge of diminished intrusion detection accuracy resulting from the abundance of
redundant and irrelevant features in high-dimensional network data, an improved multi-factorial optimization bat al-
gorithm (IMFBA) was introduced for precise data feature selection, with the ultimate goal of improving network in-
trusion detection accuracy. Within the multi-factorial optimization framework, global and local feature selection
tasks were formulated. Information exchange between these tasks was facilitated by selection and vertical cultural
transmission operators, strategically designed based on the bat algorithm. The global feature selection task was ac-
celerated in identifying optimal solution spaces, thereby enhancing the algorithm’s convergence speed and stability.
By incorporating the reverse learning strategy and differential evolution into the bat algorithm, the initial solution se-
lection stage and individual updating process were refined to address the absence of a mutation mechanism, foste-
ring solution diversity and aiding the algorithm in escaping local optima. An adaptive parameter adjustment strategy
was introduced, determining weightings for guiding individual updates based on potential optimal solution quality.
This could mitigate the risk of knowledge negative transfer during multi-task feature selection, achieving a balance
between global exploration and local exploitation. The feature subsets selected by IMFBA demonstrate classification
accuracy of 95.37% and 85. 14% on the KDD CUP 99 and NSL-KDD intrusion detection datasets, respectively.
This reflected increased by 3. 01 percentage points and 9. 78 percentage points compared to the complete dataset.
Experiment results confirm the efficacy of EMFBA in selecting higher-quality feature subsets and, consequently,
enhancing network intrusion detection accuracy.

Keywords: intrusion detection; cyber security; feature selection; bat algorithm; multi-factorial optimization



