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Image Encryption Algorithm Based on Duffing Map and Genetic Operators

NIU Ying', ZHANG Xuncai’

(1.School of Architecture Environment Engineering, Zhengzhou University of Light Industry, Zhengzhou 450002, China; 2.Col-
lege of Electric Information Engineering, Zhengzhou University of Light Industry, Zhengzhou 450002, China)

Abstract; In this paper, an image encryption scheme based on chaotic systems and genetic operations was
proposed. Firstly the SHA-3 algorithm was used to calculate the hash value of the plaintext image and input
the key as the initial values of the chaotic system. Secondly the sensitivity of the chaotic map to initial condi-
tions and pseudo-randomness were used to obtain pseudo-random sequence by iterative the Logistic map, and
generate the Hill matrix to carry out image scrambling and permutation. Thirdly combining the Duffing map and
DNA coding technology, the selection, crossover and mutation of pixels were realized at the level of genetic
operations to achieve pixel diffusion and scrambling, which significantly increased the decoding difficulty of the
algorithm. Finally, bidirectional exclusive OR operations with chaotic sequence was carried out to further en-
hance the confusion and diffusion characteristics of the algorithm. The experimental and security analysis
results showed the algorithm was sensitive to the keys and could effectively resist statistical attacks and differ-
ential attacks, and the image encryption effect and performance could be significantly improved.
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