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A Detecting Algorithm for Distributed DoS Attacks in Wireless Ad Hoc Networks

ZHANG Ying - bin, SHI Hao - shan, LU Xuan — min

( College of Electronic and Infoﬁnation, Northwestern Ploytechnical University, Xi’an 710072, China)

Abstract: This paper presents an algorithm to detect distributed denial of service (DDoS) attacks in wireless

ad hoc networks that is based on improvements to Kolmogorov complexity algorithm of sequence analysis. The

proposed algorithm correlates traffic flows in the network and computes the complexity of sequence attribute

set, and then detects any possible distributed denial - of — service attacks through complexity analysis. Simula-

tion results show that the algorithm presented in this paper performs better than common Kolmogorov complexi-

ty measuring approaches in detection of DDoS attacks. It can reduce the false detecting ratio and responding

time, and can increase the success ration of detection obviously.
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